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DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK
FOR
REMOTE CONTROL HOST BASED INTERCEPT SYSTEM SOFTWARE
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SUBSECTION C.A GENERAL

SUBSECTION C.A.1 BACKGROUND

A. The mission of the Drug Enforcement Administration is to enforce the controlled
substances laws and regulations of the United States and to bring to the criminal and civil
justice systems those organizations and/or individuals involved in the growing
manufacture, or distribution of controlled substances appearing in or destined for illicit
traffic in the United States and its territories. This requirement is for the acquisition of
Remote Control Host Based System (RCS) Intercept Software and associated
components, support, service, and maintenance program for the Drug Enforcement
Administration (DEA). This point forward throughout this Statement of Work, the
Remote Control System Intercept System will be referred to as the RCS. This Statement
of Work (SOW) further defines the responsibilities, scope, services to be rendered, and
other applicable parameters of a comprehensive delivery, installation, technical support,
and maintenance program providing a wide range of services.

B. DEA continually modifies investigative techniques to match emerging technology trends.
A comparatively recent development is that narcotics traffickers are increasingly using
encrypted Internet Protocol (IP) traffic to communicate on either traditional personal
computers or on smartphones. Whether communicating via traditional data formats
(email, SMS texts) or using Voice over Internet Protocol (VOIP), seasoned traffickers
know that using encrypted IP often makes them largely immune to most conventional law
enforcement techniques. Complicating the matters is that many popular service providers
(i.e. Skype) are not based in the United States and are currently not subject to U.S. laws
which compel cooperation with legal authorities. More importantly, in most cases, the
encryption is performed on the end device(s) and is only decrypted on the receiving
device. Consequently, even if service providers wish to comply with legal authorities,
the encryption tools as currently deployed preclude the production of an evidentiary
product.

C. This requirement is for the acquisition of a host-based Remote Control System (RCS)
Intercept Sofiware tool that can be deployed. Based on market rescarch conducted by the

DEA Office of Investigative Technology (ST). The software is the®(iE
BHE

SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL

A. The RCS [PITiE
BNTHE)

As of 6/8/2012 3
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EHTHE)

SUBSECTION C.A.3 SCOPE OF WORK

A.

The contractor shall provide the Drug Enforcement Administration (DEA) with fully
functioning RCS software as defined in this statement of work, including, but not limited to
all necessary software, licensing, warranties, maintenance, technical support, software
upgrades, enhancements, and options, throughout the life of the contract. The RCS
installation will take place at an overseas location and the contractor shall provide onsite
assistance during the RCS installation.

The contractor shall provide all necessary assistance to the government in the areas of
installation and troubleshooting for any or all of the equipment and software provided under
this contract to ensure the RCS system is fully functional.

Unless otherwise specified herein, all services and responsibilities provided for and to the
government by the Contractor under this Statement of Work shall be included in the price of
the contract. When the option for an associated system support, service, and maintenance
program is exercised by the government, the first year of the Annual Fleet Service, Support
and Maintenance CLIN (AFSSMC) for this solicitation or for new/additional software
licenses or hardware subsequently added to it as an existing system shall be provided to the
government by the Contractor without additional charge (beyond costs incorporated into the
price for the software licenses and hardware themselves)..

The Contractor shall meet the minimally acceptable level of compliance with the Statement
of Work upon installation of their system. The minimally acceptable level of compliance is
defined as the conglomeration of those requirement elements, identified through application
of the word “shall,” which must immediately be available to the government from the
Contractor upon delivery of equipment or service.

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS, DESIGN,
CONFIGURATION, AND SCALABILITY

SUBSECTION C.B.1 SYSTEM OVERVIEW - RCS SYSTEM

A. The purchased system shall meet the definition of and the functional requirements as set
forth in Subsections C.A.2 and C.A.3.

B. All physical components and materials shall be comprised of new, previously unused
equipment with no recycled, refurbished, or otherwise reused equipment being resident
on the system.

C. The RCS system should be configured|™""®

[I:II!I[l WES

Asof 6/8/2012 4
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r}{?]{E}

D. The RCS Software shall be capable offP7®

|’m¢ TIE)

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION

A. The RCS software shall[®™®

rhiﬂi?liﬂ

B. The RCS software shall be[@imiE |
[EITIE)

C. All users of the RCS System regardless of role (i.c., case agents, intelligence analysts,

supervisors, system administrators, etc.) shallfei?i=

DHE

D. If encryption authorization codes are required to operate any function within the system,
the Contractor shall make them open and accessible to government agency personnel,
providing all codes and keys to the government agency.

SUBSECTION C.B.3 - DATABASE

The RCS software shall maintain collected data in a standard relational database which shall be
accessible, scalable, and capable future expansion.

SUBSECTION C.B4 - SCALABILITY & CONFIGURATION - RCS

The RCS software shall be sufficiently robust and scalable to be able to support expansion of
target devices. The U.S. Government shall be responsible for all expansions on the system
hardware.

SUBSECTION C.B.5 OPERATING SYSTEM FOR RCS SYSTEM

The RCS software shall be built upon an underlying Commercial-off-the-Shelf (COTS)
operating system that is still supported by the manufacturer.

As of 6/8/2012 5
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SUBSECTION C.B.6 THIRD PARTY SOFTWARE

The RCS software shall be compatible with a wide variety of commercially available operating
systems, including those set out in Subsection C.C.1 paragraph 5. The Contractor shall provide
full installation, maintenance, and upgrade support of the RCS software.

SUBSECTION C.B.7 HARDWARE REQUIREMENTS - RCS SYSTEM

The U.S. Government will supply the server hardware associated with the installation and
operation of the RCS software tool. The contractor shall provide any proprietary associated
hardware requirements.

SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE FOR RCS
SYSTEM

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET
TRANSMISSIONS

I. The RCS software should provide the["7® |

D)7 )E)

2. The RCS software shall at a minimum provide the ability to retrieve the following types

of data or information from a target PC:
[B)7IE)

As of 6/8/2012 ¥
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3. The RCS software shall provide the ability to retrieve at a minimum the following types

of data or information from a target mobile communication device:
NONTIE])

4, Thcg}RC S software shall have to ability to h::f-"}'{”'{E]I
(0T}

5. The RCS host based or agent software shall have the ability to be installed remotely on a
target PC or mobile communication device running the following operating system or
software versions:

on

SUBSECTION C.C.2 EMERGING TECHNOLOGIES

The contractor should continually update the RCS software throughout the life of the contract to
maintain compatibility with new technologies, innovalions, or forms of communications
emerging in the realm of telecommunications.

SUBSECTION C.D REPORTS

RCS shall have the ability to generate, retain, and query selectable reports on the intercepted
data.

SUBSECTION C.E SYSTEM ADMINISTRATION

The system should provide System Administration Tools to aid in the administration of the
system.

As of 6/8/2012 7
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SUBSECTION C.F - NON-AUDITORY AND IP COMMUNICATIONS

SUBSECTION C.F.1 SMS/TEXT MESSAGING

The system should be able tofPX7HE) |

rbii?JiEil |

SUBSECTION C.F.2 MMS/PHOTOS/VIDEO FILE TRANSMISSION

The system should be able[*")(®
BITNE)

SUBSECTION C.F.3 DATA AND INTERNET PROTOCOL (IP) COLLECTION

A. The system shall fP7/® |
BITHEY

B. The system shallf®"®
BUE

SUBSETTION C.G MISCELTCANEOUS

SUBSECTION C.G.1 INDEMNIFICATION

A. The contractor agrees to defend and indemnify the government agency (including,
without limitation, its officers, officials, employees, contract employees, other agency
employees, and agents and its assigns and successors) and hold them harmless from any
and all damages (including punitive damages), losses or expenses (including without
limitation, court costs, arbitration fees, penalties, fines, amounts paid in settlement of
claims and reasonable legal fees and expenses of investigation) that it may incur, suffer,
or become liable for as a result of, or in connection with, any claim asserted or threatened
against them by a third party for property damage or loss or personal injury or death
based on the negligence or willful misconduct of the contractor, its officers, officials,
employees, and agents in providing services under this agreement.

B. The contractor warrants that the RCS software and services it provides will not infringe
the intellectual property rights of any third party. The contractor agrees to indemnify the

As of 6/8/2012 8
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SECTIONC DJID-12-C-0013

government agency against any and all claims and associated costs arising out of the
contractor’s infringement or alleged infringement of intellectual property rights of third
parties. If such a claim is made or appears likely to be made, the contractor will, at its
sole cost and expense, arrange for the government agency to continue to use the affected
component of the contractor’s equipment or to modify or replace same.

SUBSECTION C.G.2 CONFIDENTIALITY/SECURITY ISSUES

A. The Contractor and its agents or employees shall maintain the confidentiality of the

B.

government agency’s affairs and shall not disclose or disseminate to any third party the
identification of government agency personnel, locations, and hardware or software
configurations, or any other information regarding the government agency or its facilities
obtained through access to the government agency offices or its personnel.

The Contractor and its agents or employees shall demonstrate no undue influence exerted

upon them by any foreign government, especially those foreign governments in a hostile
relationship with the United States of America or its allies, any security risks posed by
hostile foreign nationals, or conflicting interests with the United States government
and/or its foreign policy.

In the course of performing normal service, support, and maintenance upon the RCS
system purchased under this contract, contractor personnel may unavoidably gain access
to collected sensitive evidence and intelligence obtained in the government agency’s
execution of criminal investigations. The Contractor its agents and employees shall
operate under the following guidelines in regards to this sensitive evidence and
intelligence:

I) The Contractor its agents and employees shall self-limit their exposure to such
evidence and information as much as is rcasonable and practical while still
performing their contractual obligations.

2) The Contractor its agents and employees shall handle any content of such
evidence and information to which they are unable to avoid exposure with
complete confidentiality and appropriate discretion.

3) The Contractor its agents and employees shall not disclose any content of
evidence and evidence pertaining to the government agency’s execution of
criminal investigations, the fact of such investigation, or the request for assistance
to any person other than those of its agents and employees who require this
information to accomplish the services under this contract.

4) The Contractor its agents and employees assigned to this contract shall be advised
by the contractor that mishandling and inappropriate dissemination of such
evidence and information could result in criminal charges filed against involved
contractor personnel or the contractor.

D. All contractor personnel supporting this procurement are entrusted with a certain level of

trust due to the nature of DEA’s mission. The Government expects the Vendor will

As of 6/8/2012 9
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employ persons of integrity and trustworthiness. To ensure this, DEA reserves the right
to conduct background screening or a full background investigation on all employees if
need arises. While the majority of work will be performed outside of DEA, all
contractors must be escorted if entering a DEA facility. DEA reserves the right to modify
the security requirements found in this contract at anytime.

SUBSECTION C.G.3 PROCEDURES FOR POST-AWARD ACTIONS

A.

B

The following schedule shall be initiated for commencement of work upon the
government's notice to proceed.

After a contractor is awarded, the contractor shall provide the government with all
necessary and pertinent information concerning the site infrastructure requirements of
hosting their system. All information will be provided to the COR within five business
days of contract award.

Installation of the RCS System shall be scheduled to occur no later than sixty (60) days
after award, unless scheduled differently by request/agreement of the government.

SUBSECTION C.H JUDICIAL PROCEDURE PRESENTATIONS OF
ORIGINAL EVIDENCE AND JUDICIAL CHALLENGES

A. Upon COR request, the Contractor shall provide all engineering equipment, and technical

support necessary to present in court proceedings the original evidence collected on any
equipment provided by the contractor. Court proceeding may take place at an overseas
location.

Upon COR request, the Contractor shall provide the government with a hardware and/or
software solution which allows intelligible, clear, timely, and accurate presentation of the
original evidence to at a minimum the following persons simultancously: the judge(s).,
the jury, the prosecutor(s), the lead investigator(s), the defense attorney(s), and the
defendant(s).

Hardware components shall be portable. The definition of “portable™ in this subsection
shall mean one complete unit able to be handled by an average one-man lift and weighing
no more than 50 pounds, including any speakers but not including any headphones
necessary to the broadcast of audio evidence.

Systems changes over time due 1o advances in technology and/or standards, the
presentation solution(s) developed by the contractor shall maintain the ability to present
prior versions of original evidence.

As of 6/8/2012 10
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E. If the contractor’s equipment is challenged in any local court proceedings on issues
including, but not limited to, collection methodology, accuracy, reliability, integrity, or
other function which calls into question the acceptability of original evidence collected
on their equipment, the contractor shall provide expert testimony to defend the integrity
of such original evidence as required by the court. The testimony shall be provided by
qualified and technically competent personnel who at a minimum match the requirements
of an Engineer, Senior I'T Software Specialist. Testimony should be provided at no
additional cost to the government other than the distribution to the contractor and/or
testifying personnel of any customary witness fees or reimbursements provided by the
court or prosecutor’s office, or if travel is necessary and authorized by the designated
COR, reimbursement by the Government, will be at the current rates inaccordance with
the Federal Travel Regulations (FTR) upon prior approval of the COR. (See section G.3
“Travel Requirements” for further details).

F. Any hardware or software components required for use by the Contractor to support
Subsection C.1. (A-G) should be provided to the Government at no additional cost.

SUBSECTION C.I WARRANTY AND SUPPORT

SUBSECTION C.I.1 WARRANTY AND SUPPORT OVERVIEW

A. The Contractor shall warrant the operation of all of the RCS Software associated with the
RCS system for the life of the contract.

B. During the period of warranty, the contractor is responsible for the expeditious shipping
of any software items for repair or replacement from and to the present government
location of the equipment or designated government warchousing location to the

contractor’s service location(s).

C. The contractor shall provide maintenance for software.

SUBSECTION C.1.2 LABOR CATEGORIES

The Contractor shall provide all levels of engineering services required to deploy and install the

RCS system.

SUBSECTION C.L3 TRAINING

DEA expects the contractor to provide personnel with the required skills to support the
requirements identified in the contract. This includes the skills required to operate in the DEA
IT environment. However, if contractor training is required for hardware, software, tools or
services not identified in the contract, DEA will fund either the training cost or the contractor’s
time for training, whichever is most beneficial to the government. DEA will fund time for

training if training is DEA specific (e.g.,

As of 6/8/2012
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etc.). If additional contractor training is identified during the contract that would be beneficial to
the government, DEA will negotiate the funding with the contractor. All proposed training
request shall be reviewed and approved in advance by the DEA.

A.

B.

D.

E.

The Contractor shall provide training that coincides with the installation and meets the
objectives defined in the RCS system manuals or explicitly defined by COR, and ensures
the resources used (cost, time and method) are at the best value (cost) to the Government
in lieu of “effective and efficient training.”

The Contractor shall provide all equipment, and documentation for thetraining course of
instruction in English.

C. The RCS Advanced Training Course shall be conducted at the U.S. Embassy in

FbHT}{E} |I he training session should be provided to up to ten (10) attendees

over a period of five (5) days.
The Government anticipates that the training course shall consist of approximately ten

(10) people.

Any expenses related to the training course shall be provided by the Contractor.

SUBSECTION C.1.4 ANNUAL MAINTENANCE AND SUPPORT OVERVIEW

A.

An Annual Maintenance and Support CLIN shall be made available to the government
for the RCS System. The components of this Annual Maintenance and Support are
defined throughout Subsections C.1.4 though C.1.7, inclusive.

The specific contract provisions and elements negotiated and agreed to herein between
the Contractor and the government shall succeed any prior or existing service contract for
the RCS System unless the option is not exercised by the government.

As noted elsewhere, the first year of the Annual Maintenance and Support CLIN for the
RCS System or for new additional software licenses added to the existing site in a
subsequent expansion of the system shall be provided to the government by the
Contractor without additional cost commencing immediately after satisfactory
completion of installation and acceptance by the government if so exercised as an option
by the government. The Contractor shall offer to the government the option to renew the
Annual Maintenance and Support for the RCS System or for new/additional software
licenses added to the existing site in a subsequent expansion of the system each following
subsequent year throughout the life of the contract according 1o pricing schedules
mutually agreed upon between the Contractor and the government under this contract.

Once applicable to the RCS Systems for the particular Contractor, this agreement shall be
available 1o be purchased by the federal agency on an annual basis each Fiscal Year and
will cover the system during that year.

The Contractor shall offer to the government the “option™ to increase in size of the
system and/or additional licenses to the existing site in a subsequent expansion of the
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system following each subsequent year throughout the life of the contract according to
the pricing schedules mutually agreed upon between the Contractor and the Government

SUBSECTION C.L.5 - HELP DESK/TELEPHONE SUPFORT

A.

.

The Contractor shall provide the availability of their support personnel via electronic
communications or telephone 24 hours a day, 7 days a week, for every week of the year.

The Government should gain personal contact with support personnel within 20
minutes of their initial attempt at least 95% of the time.

The Contractor should provide Spanish speaking support.

SUBSECTION C.L.6 SOFTWARE SUPPORT

A.

The contractor should continually maintain and update the RCS software in order to keep
pace with court mandates, changes and/or advances in technology and internet protocol
standards, and as requested to address the operational needs of the DEA. The contractor
should update their sofiware to keep pace with the introduction of new published
telecommunication standards for legal requirements for wire line, wireless, and packet
communication, which includes Voice over IP (VolP), SMS, and related communication
technologies, including Internet Protocols such as MMS. The contractor’s engincers
should research and promptly respond to trouble reports from their customers and strive
to locate and repair defects in software. As appropriate, the contractor should produce
new software releases and minor corrective patches to repair specific operational issues
or defects.

The contractor should regularly consult with, seek input from, and prioritize in
coordination with COR regarding the development of new software versions, upgrades,
and patches resulting in any new features, enhancements, or other product changes. The
contractor should formally notify the COR by electronic communications in writing of all
proposed changes to software and hardware configurations which could impact the Law
Enforcement Monitoring Facility (LEMF) systems or operations via telephone or email
communication. The contractor should not institute any product changes which conflict
with the basic or priority requirements of a lawful intercept.

The contractor shall ensure that all technical and engineering personnel assigned to work
on this contract possess an appropriate level of competency, training, education,
experience, and engineering skill commensurate with the level of assignments delegated
to them. They shall possess the necessary in-depth knowledge of the RCS System
(hardware and software) and lawful intercept procedures applicable to their assignment.
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The contractor should maintain separate, controlled versions of software and data for the
government, so that the contractor and the COR can mutually agree on any changes that
impact system operators or users. The contractor should have a formally documented
configuration management process to execute and maintain software versions.

The contractor shall coordinate the delivery of software updates and patches to the RCS
system with the COR or other authorized personnel, so as to minimize operational impact
and expedite improvements where the need is greatest. Patches and releases shall be
included at no additional cost to the government through this support program. The
contractor should endeavor to install custom updates in concert with other routine
software updates to minimize system downtime or other operational impact.

“. The contractor should provide at no additional cost to the government under this contract

general engineering consultation directly related to their systems including such activities
as:
o assistance to the federal agency for the planning of system upgrade or expansion
activities;
o aid in defining needed software or hardware customizations or other needed
changes; and
o analysis of special situations or performance issues impacting operations.

During all on-site activities, all reasonable effort should be made by the contractor to
minimize system down time. Tasks should be performed off-hours if deemed necessary
by COR or COR assigned personnel at no additional cost to the government under this
contract.

Any Third Party software and licensing that was originally supplied by the contractor,
and/or that is required to maintain the functionality of the system, should continue to be
the responsibility of the contractor throughout the period of this contract.

SUBSECTION C.1.7 UPGRADE/SOFTWARE/PATCH RELEASE OR HARDWARE
CONFIGURATION CHANGE PROCEDURES

A. Prior to any upgrade/software/patch release, the contractor shall notify the COR of any

new system hardware or configuration requirements prior to installation. The contractor
shall provide formal notification via telephone or email communication to COR if any
hardware deficiencies are detected, a plan of action to resolve the deficiency, and a
schedule for approval by COR recommending an appropriate course of action to result in
the eventual installation of the needed upgrade/sofiware/patch release.

All upgrades/software/patch releases or hardware configuration changes developed by the
contractor shall be thoroughly and comprehensively tested and validated by the
contractor. The testing process should incorporate adequate simulation of “real world™
environments and permutations of multiple scenarios commonly and infrequently
occurring during field usage. Simulations should mimic the heavy workloads
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encountered on site by the system. The contractor should document all test results and
processes for the COR. The contractor should develop and propose suitable testing
processes; however, determination of the levels of achievable comprehensiveness,
thoroughness, and nature of testing processes and reporting should be to the satisfaction
of the local federal agency.

C. After completion of the development and testing of all upgrades/software/patch releases
or hardware configuration changes at the contractor’s facility, all pertinent software
upgrade or hardware configuration documentation should at the same time be supplied to
the COR for full review. Deployment/installation instructions and procedures shall be
provided to the COR. The contractor should recommend a format and process for a
factory acceptance test to the COR, and should make changes and adjustments in
accordance with the wishes of the COR. Only after the COR have completed their own
independent review of the release, should final release approval be granted to the
contractor and installation executed on the operational field system.

D. All upgrades/software releases/corrective patches and hardware configuration changes
should be accompanied by providing the COR with the following:

o Updated versions of manuals and guides provided for elsewhere in this statement
of work as applicable.

o A summary report highlighting changes to software; arcas of the system changed
or impacted; corrected software defects; requirements/conditions for installation;
any new procedures or changes in existing procedures which will be followed in
normal usage; all appropriate release notes; command or operations changes.

o Pertinent contractor contact information in the event of failure of the new
software or hardware.

o Detailed software and/or hardware installation and protocols.

o Back-out plan and protocols in case of installation failure/disaster.

o A CD-ROM or DVD containing the contractor’s current software release for each
upgraded system component (including all subsystems and workstations).
Included will be Operating System Software, any appropriate : party software,
and recovery sofiware.

o Any third party hardware manuals or documentation as applicable.

E. The contractor shall provide ongoing technical support necessary to accomplish soltware
upgrades and an upgrade procedure for site personnel.

F. The contractor shall support all current and prior RCS software versions operating on the
system hardware.

G. If any Upgrade/Software Release/Patch Release/Hardware Configuration Change
Procedure requires the shutdown or reboot of system components, the procedure should
be coordinated with COR, subject to approval as to timing.

H. Based on the amount of software changes or new features present in new software, the
contractor shall provide an appropriate amount of training to field personnel to the
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satisfaction of COR, which could entail detailed training materials, online help, how-to
documents, training videos, or onsite instruction.

SUBSECTION C.K PROGRAM MANAGEMENT

SUBSECTION C.K.1 PROGRAM MANAGER

A. The contractor shall assign a responsible program manager who will act as primary
liaison for the program with the COR. COR receives all reporting requirements, provides
general oversight of any maintenance activity, and will periodically review overall
program progress and customer satisfaction.

B. The Program Manager's responsibilities shall include, but not be limited to the following
areas:

1) Ensure the COR receives all reporting requirements and other needed information
provided for in this statement of work in a timely manner;

2) Ensure the COR is satisfied with the contractor’s product and service
performance.

3) Ensure all aspects of the Annual Fleet Service, Support and Maintenance
(AFSSMC) are being fully, efficiently, and properly executed.

4) Track all changes, enhancements, and customizations requested by the COR

5) Maintain a regular and ongoing dialogue with the COR to ensure smooth and
effective communication providing for the timely resolution of problems and
other issues of concern;

6) Ensure the COR receives all pertinent system information, including information
described in Subsection C.1.7 in a timely manner;

7) Develop action plans in conjunction with the COR to address any operational
issues:

8) Possess authority to commit the contractor to specific courses of action required
by the COR to represent the contractor on contractual matters, which arise
beyond the scope covered by this statement of work or the contract;

9) Development of site-specific operational improvement plans;

10) Provide oversight on all critical and large project initiatives affecting this
program.

SUBSECTION C.K.2 REGULAR MEETINGS

A. Meetings should be conducted via telephone on a monthly basis unless canceled or
rescheduled by mutual agreement between the contractor and the COR. The focus of
these routine meetings will include the following elements of the program:

I. Status of proposed changes, enhancements, and features under development;
2. Program performance;

3. Future scheduling and planning;

4. Setting of short and long term priorities:
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5. Review of outstanding and new software issues, defects, degradations, etc.
reported in the field or during laboratory testing;

6. Prioritization of issues and software bugs;

7. Address urgent operational software changes and/or repairs;

8. Deficiencies in the support program;

9. Development of software upgrades/new releases/patches:;

10. Contractor and government program conflicts;

11. Miscellancous Program Issues.

SUBSECTION C.L REPORTING REQUIREMENTS

SUBSECTION C.L.1 REPORTING REQUIREMENTS - GENERAL

A. The contractor shall be responsible for developing, updating, and maintaining any
databases necessary to provide the reporting, manuals, guides, documentation, and other
information required by the COR under this statement of work.

SUBSECTION C.L.2 MANUALS/GUIDES

A. The contractor shall provide system operational guides, training guides and other manuals
as necessary in order to enable the software provided under the contract to be fully
utilized operationally. These manuals and guides shall be provided to the users at the
time the system is installed. Copies of the manuals, guides, and system drawings shall be
provided to the COR prior to the deployment of any equipment. Electronic versions shall
be substituted for hard copies unless hard copies are specifically requested by the
recipient. All guides and manuals shall be provided in English.

B. The contractor shall be responsible for developing, maintaining, appending, updating, and
providing current version copies of system operational guides, training guides, and other
manuals to the COR and the following reference materials pertaining to the RCS product.
This requirement will remain in effect for initial system installation. All documentation

shall be updated for each new version of software, or otherwise as needed or requested by
the COR.
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GLOSSARY FOR SECTION C - STATEMENT OF WORK

C'LIN — Contract Line ltem Number
CMCB - Configuration Management Control Board

Contractor, the - the business entity whose products and services are being purchased under this
statement of work; used interchangeably with “the contractor™

DEA - United States Drug Enforcement Administration

COR - Contracting Officer Representative from the Office of Investigative Technology, United
States Drug Enforcement Administration. Other authorized government personnel shall be
designated only by a COR.

Department of Justice — the United States Department of Justice
DOV - the United States Department of Justice

FAR - Federal Acquisition Regulation

Government, the — the United States Federal Government

MMS — Multimedia Messaging Service

Program Manager — the contractor’s primary liaison for the RCS program with the federal
agency

Shall — utilized throughout this statement of work to designate a requirement element which must
immediately be available to the government from the contractor upon delivery of equipment or
service in order for the contractor to achieve the minimally acceptable level of compliance with
the SOW. When applied to the RCS system requirements, “shall” indicates the requirement
clement is immediately deliverable upon completion of the system installation. When applied to
the optional-to-the-government comprehensive engineering support, development, and
maintenance program, “shall” indicates the mandatory elements of the program which the
contractor must provide to the government when the option has been exercised by the
government, the costs of which are included and not additional to the cost of the comprehensive
engineering support, development, and maintenance program.

Should - utilized throughout this statement of work to designate a requirement element which
does not need to be available to the government from the contractor upon initial delivery of
equipment or service in order for the contractor to achieve the minimal compliance with the

SOW, but which the contractor may develop or achieve over the course of the contract at no
additional cost to the government.

SMS - Short Message Service
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EXHIBIT 2
DELIVERABLE TABLE
TASK DELIVERABLE TITLE/DESCRIPTION DUE DATE
Deliverable 1 Software Licenses and Target In accordance with contract terms and

Licenses

conditions and Statement of Work

Deliverable 2

On-site Installation Support

In accordance with contract terms and
conditions and Statement of Work

Deliverable 4 Training See Section C.1.3
Deliverable 5 Annual Maintenance & Support See Section C.1.4
Deliverable 3 Manual Guides See Section C.L.3

Deliverable 6

Invoices — Based on Section G.

Monthly, No later than the 15" working
day of the following month.
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Section B - Supplies or Services and Prices/Coslts

Delwvery Date 60 Days From the Contract Award Date.

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accardance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEET
ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
EITE]
0001 Hacking Team Solufion - Inclusive of Software/License, First Year Previous : EA | ]
Maintenance, Installation, Travel and Training.
Estimated Delivery Date 60 days from the contract award date. 1.000000
Change. 0.000000,
Current  1.000000|
ponz | 5-Day RCS Training Course {E1(7)(E) IAW SOW C 1.3) Previous EA
Line Period of Performance: 11/15/2012 - 08/26/2013 (Change: 1,000000
Current : 1,000000
0003 | Travel (Not to Exceed) for HT/Cicom for 5-Day[E)7)(E] [ raining Previous : EA
Line Period of Performance: 11/15/2012 - D&/26/2013 Change
i) ]
Current
4
o004 | "OPTIONAL® Licenses (AW SOW Section C.1L4.E, al dated Previous : EA
72412 & 713012 FOR ITEMS ONLY UNDER "AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES" PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN BE 1.000000
PURCHASED ANYTIME THROUGH LIFE OF CONTRACT
N.10 Client Agent Software Licenses/RCS-TSL10 =fB4) nge: 0.000000
N2 Sl Ao S et T 2
Ager are License = :
00 Chent Agent Software Licenses/RCS-TSL1 Current : 1.000000
=kbiidy |
>TO0 Chenis Agents or more/RCS-TSL- (Need to call for special
discounted price)
181 Year Maintenance/RCS-Maint = Included
**NOTE The Pencd of Performance will be effective from the
actual date of delivery and installation. A modificabon will be
issued to change and reflect the actual dates”,
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2012 - 08/26/2013
1001 tion Year | - Annual software Maintenance Prewvious : EA
{20% total cost of current system for that year)
Current cost for the sysiem is o4 Jcost for 1.000000
maintenance)
“NOTES: (1) If additional licenses are purchased. the price will  [Change: 0.000000
change 1o reflect the actual cost for the manienance
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{2) The Period of Performance will be effective from the aclual date
of delivery and installation, A modification will be issued to change
and reflect the actual dates”.

“SUBJECT TO AVAILABILITY OF FUNDS",

Line Period of Performance: 08/27/2013 - 08/26/2014
"OPTIONAL" Licenses (IAW SOW Section C.l.#Eﬁl%poﬂl dated
7/24/12 & 7130/ 2 for ITEMS ONLY UNDER “AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES™. PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 Hun)(4)
M.25 Client Agent Software Licenses/RCS-TSL25
N.50 Client Ag -

ant Software Licenses/RCS-TSL50
ent Software LicensesRCS-TSL1

T CWEmE Agents or more/RCS-TSL- (Need to call for special
discounted prce)

15t Year MaintenanceMCS-Maint = Included

“*MOTE The Pericd of Performance will be effective from the

aclual date of delivery and installabon. A modification will be
issued to change and reflect the aclual dales”,

“SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Performance: 08/27/2013 - 08/26/2014

Option Year Il - Annual software Maintenance
(20% total cost of current system for that year)

“NOTE" (1) If additional licenses are purchased, the price will
change to reflect the aclual cost for the maintenance.

{2) The Period of Performance will be eflective from the actual date[Change: 0.000000}

of delivery and installation. A modification will be issued to change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: D8/27/2014 - 08/26/2015
"OPTIOMAL" Licenses (AW SOW Section C.I.A.E.rfm sal dated
TI24/12 & 71301 2 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 s[P)4)

M.25 Agent Software Licenses/RCS-TS5L25

gent Software Licenses/RCS-TSL50

Ageni Software Licenses/RCS-TSL1

d i ﬂ,ﬂll or morefRCS-TSL- (Need to call for special
price

1st Year Maintenance/RCS-Maint = iIncluded

*MNOTE. The Period of Performance will be effective from the

actual date of del and installation. A modification will be

issued to change reflect the actual dates®,

“SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2014 - 08/26/2015

Option Year Il - Annual software Maintenance
{20% total cost of current system for that year)

;1;‘ If additional licenses are purchased, the price will change 1o
reflect the actual cost for the maintenance.

{2) The Penod of Performance will be effective from the actual date/~hange: 0.

of delrvery and installation, A modification will be issued to change
and reflect the actual dates”.

“SUBJECT TO AVAILABILITY OF FUNDS",
Line Period of Performance: D8/27/2015 - 08/26/2016

"OPTIONAL" Licenses (IAW SOW Section G.I.4.E.FF;_ osal daled
TI24/12 & 773012 for ITEMS ONLY UNDER "AGE - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

M.10 Client Agent Software Licenses/RCS-TSL10 =fB)4)
.25 Client Agent Software Licenses/RCS-TSL25

MN.50 Client Software Licenses/RCS-TSL50

M.100 Client Agent Software Licenses/RCS-TSL10

g AT 2
unls or more/RCS-TSL- (Need to call for special
discounted prica)

15t Year Maintenance/RCS-Maint = Included

Page

Current : 1.000000)

Previous .
1.000000
Change: 0.000000]

Current - 1.0000004

Previous

1.000000

Current : 1.000000

Previous :
1.000000
(Change: 0.000000]

Current : 1,000000

Previous .

1.000000

Current : 1.0000004

Previous :
1.000000
Change 0 000000

Current © 1.000000|
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foia)
**NOTE: The Period of Performance will be effective from the
actual date of and installation. A modification will be
issued to change reflect the actual dales”.
“"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016
1 ion Year IV - Annual software Mainlenance Previous :
o ?zﬁmlmﬂﬂmmmmmmmn
“NCIITE {1] if additional H:umu are purchased, mn price will 1.000000
change to reflect the actual cost for the maintenance
{oz;; The Period MPMmmﬂbuﬂndluﬁwnh actual date{Change: 0.000000|
and installation. . A modification will be issued to change
and reflect the actual dates”. e urrent - 1.000000)
"SUBJECT TO AVAILABILITY OF FUNDS".
Line Perlod of Performance: 08/27/2016 - 08/26/2017
"OPTIONAL" Licenses (IAW SOW Section C.1L.4.E, Previous :
e TR24M2 & TR0M 2 for S ONLY UNDER " AGEMEMGTE
CONTROL SYSTEM TARGET PRICES". PRICE
INCLUDES A 5% DISCOU 1.000000
ANYTIME THROUGH LIFE OF CONTRACT
M.10 Client Agent Software Licenses/RCS-TSL10 ofB)(4) Change" 0.000000]
H ,E.E berl Snl'tw“ ME&T&%&
arg "
N g { Software Licenses/RCS-TSL1 Current : 1.000000
> TETE Agents of more/RCS-TSL- (Need to call for special
discounted price)
15l Year Maintenance/RCS-Maint = Included
“NOTE: The PmdPuﬂmnm be effective from the
actual date of and installation. A modification will be
issued to change and reflect the aciual dates”.
"SUBJECT TO AVAILABILITY OF FUNDS".
| Line Period of Performance: 08/27/2016 - 08/26/2017
PREVIOUS TOTAL |OX4)
CHANGE
CURRENT TOTAL $2,432 000.00
FUNDING DETAILS:
ITEM |FUNDING LINE OBLIGATED AMOUNT ACCOUNTING CODES
NO,
NA |1 bh4) 2012 - 510 - 5T - 2335320 - FGN-G2 - - FLS - 23322 - - - T3E - - - 2335323
NA |2 2012 - 51D - 5T - 2335000 - DOM-G2 - -FLS - 23322 - - -TIE - - - 2335342
MiA |3 2013 - 51D - 5T - 2335320 - FGN-G2 - -FLS - 25705 - - -T3E - - - 2335323
1]
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i CONTRACT ID CODE ST
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0003 0271972013
T CODE ST T ARG TEALD DY (F ot than em §) CODE [
DEA - Office of Investigative Technolog
10555 Fumnsce Rd, At ACT
Lonon, VA 22079
§ MANE AND ADCRESS OF COMTRACTOR (No., siresl, cooriry, siale s 247 Code) (X TR AGENCWENT OF SoUSTITR S
CICOM USA, LLC R —
1997 ANNAPOLIS EXCHANGE PARKWAY e i

SUITE 300
ANNAPOLIS, MD 214019996

0. WODIFICATION GF COMTRALTIONGER RO

X [ia mr:l:rmg%hm

coot 272780210 [eacuiry cooe 963322842 o08/1772012
11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
D The abxve numbered scicAstion is amended as sef forth in lem 14. The now and date specified lor receipt of Ofers D 8 natersad, D o nail nuteezed

Offers must acknawledge receipl of this amendment pnar 1o the hour and date specifad in ihe solicitation o ss amended, by one of the lollowing methocs. (a) By
compietng items B and 15 andretuming ___ copeos of the amandmant. (b) By acknowledging recespt of this amandment on sach copy of ine offar
submitiea, of (c) By separate bosiar or telegram which induces @ referanca 10 the soictalson and amendmaent numbers FAILURE OF YOUR ACKNOWLEDGMENT TO BE
RECEVED AT THE PLACE CESIGMATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR

CFFER. If by wriue of 1his armendment your desirs 1o changs &n offer slready submittec, such change may be made by lelegram of latier, provided each tslegram or letter
rakies referance 1o the sobolation and (s smendment, Bnd 8 recersed por 1o the cpening hour and dle specified,

13 ACCOUNTING AND APPROPRIATION DATA [ regursd)
See Schedule

73. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. A3 DESCRIBED IN ITEM 14,

CHECK ONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO. (Speciy suthonly) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
| ORCER N0 INITEW 104,

H. THE ADJOVE NUMBERED CONTRACTIORDER

5 : : L TNISTR
sppropnabon date, efc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

X

T THIS SUPPLEMENTAL AGREEMENT 15 ENTERED INTO PURSUAN O AUTHORITY OF

T GTriEH (Specily lype of mooiicabion 8nd Buthoniy)

L PORTANT: Contracior e E 8 regeared 1 B3 (Pva COCAmArt AnG retaT GEE B 1D T EReng SO

14, DE SCAIPTION GF AMENDMENTACOIFICATION [Drganched by LCF sechon hesdungs, inCudng sabclalasvonfrag

e e N T TC
This modification changes the Contracting Officer’s Representative (COR) fmmrb‘a[ﬁ}:ﬂ']'[;]llsi.{tli’ﬁﬂ I As a result, the following clauses
are changed: DEA-2652.242-71 and DEA-2852.242-73.

Encampt 48 provaces hansn, all rm 8nd condions of (e Socumant reherenced o Iem G4 or 104, 84 Paceiclons cRanged Memand undhanged and @ ful force and sfect

TIE RAGT &R0 TITLE OF SRt [Tree o pral] TEA. NAME AND TITLE OF COMTHACTING OFFICER [Tyae of pont)]

FD]:EJ,{M[T}{GJ:{DE’EF ¥
TEW CCNTRACTORIGFFEROR ToL. DATE SiGNED. | TTM[ T OHTHC) BN V8T, CATE SIGNED
TSgraics of pereon sulanzed 15 397 o - — - | o903
WEN T50-01-152-8070 STANDARD FORM 30 (REV. 10-83)
Frrigaig b #3130 Lkl

Prescnbed oy G54 FAR |48 CFR) 33 343
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Section B - Supplies or Services and Prices/Costs

Delivery Date’ 60 Days From the Contract Award Date.

The Contracior shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth heren.

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEET

ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT | UMNIT PRICE AMOUNT
)}

PREVIOUS TOTAL

CHAMNGE

CURRENT TOTAL $2,.432,000.00
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Clauses By Full Text

DEA-2852.242-71 Invoice Requirements (May 2012)

{a) The Contractor shall submit scanned or electronic images of invoice(s) to the following e-mail addresses:

(1) INVOICE.INVESTTECH@USDOLGOV

(2) Contracting Officer's Representative: W].[DHH[C],[D},’TTF}

{b) The date of record for invoice receipt is established on the day of receipt of the e-mail if it arrives before the end of standard busi-
ness hours (5 p.m. local), or the next business day if the invoice arrives outside of normal business hours. Scanned documents with
original signatures in .pdf or other graphic formais attached to the e-mail are acceptable. Digital/electronic signatures and certificates
cannot be processed by DEA and will be returned.

{c) In addition to the items specified in FAR 32.905(b), a proper invoice shall also include the following minimum additional inform-
ation and/or atiached documentation:

(1) Total/cumulative charges for the billing period for each Contract Line ltem Number (CLIN);
(2) Dates upon which items/services were delivered; and
(3) The Contractor's Taxpayer Identification Number (TIN).

{d) Invoices will be rejected if they are illegible or otherwise unreadable, or il they do not contain the required information or signa-
tures.

{End of clause)

DEA-2852.242-73 CONTRACTING OFFICER'S REPRESENTATIVE (MAY 2012}

{a) Pursuant to FAR 1.602-2, the following individual has been designated as the Contracting Officer's Representative (COR ) under
this contract:

W}.:m:?uc}.wﬁ] |

DRUG ENFORCEMENT ADMINISTRATION/STIG

10555 FURNACE ROAD, LORTON, VA 22079
Fﬁﬁﬁ.{bﬂmch.{hﬁﬁ |

{b) The COR has responsibility for performing contract administration, which includes, but is not limited 1o, the following duties:
functioning as the technical liaison with the contractor; monitoring the contractor's performance and progress of the work; receiving,
inspecting, and accepting all deliverables or services provided under the contract; and reviewing all invoices/vouchers submitted for
payment,

{c}) The COR does not have the authority to alter the contractor's obligations under the contract, and/or modify any of the expressed
terms, conditions, specifications, or cost of the agreement. [fas a result of technical discussions it is desirable to alter/change contrac-
tual obligations or the Scope of Work, the Contracting Officer shall issue such changes.

{End of clause)
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Section B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date

The Contractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATIOMN SHEET

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT | UNIT PRICE AMOUNT

o001 Hacking Team Solubion - Inclusive of Software/License, First Year Previous * EA '{!0114}

Maintenance, Instaliaticn, Travel and Training.
Estimated Dehvery Dale 60 days from the contract award date 1.000000

IChange: 0.000000

Current 1 000000

oooz | Addibonal trasming/installaton for Cicom/HT to be done ir| Previous EA
Line Period of Performance: 11/15/2012 - 0B/26/2013 1.000000
IChange: 0 000000

Current  1.000000

poo3 | Travel expenses for HT/Cicom personnel dong the trainng Previous EA

[B)4)

Line Period of Performance: 11152012 - 08/26/2013

iChange 0 000000

Current
b)4)

0004 "OPTIONAL" Licenses (IAW SOW Section C.1 4.E, proposal dated Previous EA
7724112 & 7/30/12 FOR ITEMS ONLY UNDER “AGENTS -
REMOTE CONTROL SYSTEM TARGET PRICES” PRICES
BELOW INCLUDES A 5% DISCOUNT AND CAN BE
(B4 PURCHASED ANYTIME THROUGH LIFE OF CONTRACT

N 10 Client Agent Software Licenses/RCS-TSL10 0] Change: 0 000000

N B0 Gt A o Rwars Liconoes RS TaL 30 -
d sent are License = 3

Chent Agenl Software Licenses/RGS-TSL10 [Current 1 000000

enis or more/RCS-TSL- (Need to call for spacial
dizcounted pnce)
1st Year Maintenance/RCS-Maint = Included

**NOTE The Period of Performance will be effective from the
actual date of deli and installation. A modification will be
issued to change and reflect the aclual dates”

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2012 - 08726/2013

1001 Oplion Year | - Annual software Maintenance Prewous EA
{20% total cost of current system for that year)

Current cost for the system is f[DN4) Jcost for 1000000
mainienance)

“*NOTES: {1ﬂ: If additional hcenses are purchased, the price will  [Change” 0.000000
change to reflect the actual cost for the maintenance

;zr) The Period of Performance will be effective from the actual date
of delivery and installation. A modificaton will be issued to change

1 000000

Current - 1 000000
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1002

2001

2002

300

o2

and reflect the actual dates”

“SUBJECT TO AVAILABILITY OF FUNDS"

Line Period of Performance: 0&8/27/2013 - 08/26/2014
"OPTIOMNAL" I.menses_I[EAW SOW Secton C 14 E Prrgpnsal dated
7124012 & Tr30M2 for ITEMS ONLY UNDER "AG OTE
CONTROL SYSTEM TARGET PRICES" PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

M.10 Client Agent Software Licenses/RCS- T$L1D JIE]]
M. 25 Chent Agent Sﬂﬂwm Licenses/RCS-TSL25
N 50 Chent Ag nnt are Licenses/RCS-TSLS0

ent Software Licenses/RCS-TSL1

% Agents or more/RCS-TSL- (Meed to call for special

dusmmd price)
18l Year Maintenance/RCS-Mant = Included
**MOTE. The Penod of Performance will be effective from the
actual date of del and installation. A modification will be
issued to change and reflect the actual dates”
"SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Performance: 08/27/2013 - 0B/26/2014

0 tion Year Il - Annual software Maintenance
% total cost of current system for that year)

“NOTE: (1) If addihional icenses are purchased, the price will
change ta reflect the aclual cost for the maintenance

(2) The Penod of Performance will be effeclive from the actual datef-="2ange. 0.000000]

of delivery and installabion A modification will be issued to change
and reflact the actual dales”.

“SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Performance: 08/27/2014 - 08/26/2015

"OPTIONAL" Licenses (IAW SOW Section C | 4. ENproSpusal dated
Ti24M12 & 713012 for | 5 ONLY UNDER "AGE REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES

INCLUDES A 5% DISCOUNT AND CAN BE PL.IHCHASED
ANYTIME THROWGH LIFE OF CONTRACT

N 10 Clien! Agent Software Licenses/RCS-TSL10 ={BN4)
M 25 Chent Agent Software Licenses/RCS-TSL25
M 50 Cllenl Agent Software Licenses/RCS-TSL50

] Agent Software Licenses/RCS-TSL10

d-mmd prce) )
18t Year Maintenance/RCS-Maint = Included

“NOTE The Penod of Performance will be effective from the
actual date of del and installation A modification will be
issued to change and reflect the actual dates”.

*SUBJECT TO AVAILABILITY OF FUNDS"

Line Period of Performance: 08/27/2014 - 08/26/2015

%ptiuﬂ Year lll - Annual software Maintenance
% total cost of current system for that year)

:1}] If additional licenses are purchased, the prce will change to
ect the aclual cost for the maintenance.

(2) The Penod of Performance will be effective from the actual date|/Change. 0 000000

of delvery and installation A modification will be issued fo change
and reflect ihe actual dates™

"SUBJECT TO AVAILABILITY OF FUNDS™
Line Period of Performance: 08/27/2015 - 0B/26/2016

“OPTIONAL" Licenses (LAW SOW Section C | 4 E, proposal dated
712412 & 7730012 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES" PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

M 10 Chent Agent Software Licenses/RCS-TSL10 =fbi(4)
M 25 Chent Agent Software Licenses/RCS-TSL25 =
M 50 Clhient Agent Software Licenses/RCS-TSL50 =

gent Software Licenses/RCS-TSL100

i
bl' !nnls Agents or more/RCS-TSL- (Need to call for special
discounted price)
1st Year Mamnlenance/RCS-Mamt = Included

“NOTE The Penod of Performance will be effectve from the
actual date of debvery and nstallabon A modificabon will be

Previous
1 000000
iChange. 0 000000

Current . 1.000000

Previous

1 000000

1 000000}

Current

Previous :

1.000000

(Change® 0 000000

Current  1.0000004

Previous -

1 000000

Current . 1.000000

Prewious .
1 000000
Change 0 000000

(Current 1 000000
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4001

4002

NDk4)

issued to change and reflect the actual dates”,
“SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: DB/27/2015 - 082622016

Year IV - Annual software Maintenance
total cost of current system for thal year)

“NOTE: (1) If additional licenses are purchased, the price will 1.000000

change io reflect the actual cost for the maintenance.

nf) The Period of Performance will be effective from the actual date{Change: 0.
dﬂmanﬂlmlﬂm ﬁmodhcﬂnnwlrhaim-ud to change

and reflect the actual d
"SUBJECT TO AVAILABILITY OF FUNDS",

Line Period of Performance: 0DB/27/2016 - 0B/26/2017
"OPTIONAL" Licenses (LAW SOW Section C.14.E, Idaud Previous EA

7/24/12 & 730N 2 for ITEMS ONLY UNDER "AGE!

CONTROL SYSTEM TARGET PRICES". PRICES BELDW
IHCLUEES A 5% DISCOUNT AND CAN BE PURCHASED 1.000000
E OF CONTRACT

ME THROUGH LIF
25 Client Agent Software CS-TSL25
.50 Cliant Software Licenses/RCS-TSLS0
Software LicensesRCS-TSL1

or more/RCS-TSL- (Need to call for special

d
18t Year uﬁ'«?}mes-um = |ncluded

=NOTE: MWMmﬂummm
installation. A modification will

actual date of and
issued to change raflect the aclual dates”.

“SUBJECT TO AVAILABILITY OF FUNDS",

Line Period of Performance: 08/27/2016 - 08/26/2017

N.10 Client Agent Software Licenses/RCS-TSL10 404 (Change: 0.000000)
Licenses/R

\H

DJD-12-C-0033/0003

Page 4 of 5

B)i4)
Previous EA

j e

Current : 1.000000

will be

PREVIOUS TOTAL[PI®)

CHANGE

CURRENT TOTAL §2,432,000.00

FUNDING

DETAILS:

NO.

ITEM |[FUNDINGLINE]  OBLIGATED AMOUNT

WA 11

ACCOUNTING CODES

foid)

Pravious
Chan{

Current :

MNiA |2

2012 - 51D - ST - 2305320 - FGN-G2 - -FLS - 23322 - - -T3E-

- 2335323

Previous
Chan{

Current ;

2012 - 510D - 5T - 2335000 - DOM-G2 - - FLS - 23322 - - - T3E -

- 2335342

MA |3

Previous

WA |4

2013 - 51D - ST - 2325320 - FGN-G2 - - FLS -25705- - -T3E -

- 2335323

2013 - 81D - 5T - 2335320 - FGN-G2 - - FLS - 25705~ - - T3E -

- 2335323
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Current .

FREVIOU]
CHANGE

CURREN
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Page 38




B)id)

DJD-12-C-003340004 Page 1 ot 6
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CICOM USA, LLC

1997 ANMAPOLIS EXCHANGE PARKWAY
SUITE 300

ANNAPOLIS, MD 2] 401-9996

(X}

|
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Wi DATED [SEE TEM 11}

| encairy cone 961322842

1Ok WODWICATOM GF COMTRAGTAORDLA HOL

D=1 033
X [ow CATED (AFF TFUW 18]

N&N772002

_coot 272780030
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|:| The above numbered soicilation iy amendod Bs 521 o in llam 14, The hou snd dale spocfiad for receipt of Cffens

D Bl o D-mm
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mmullmltwm
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T2 ACCOUATING AND APFROPRIATION DATA F regurer)

2012-2012-510-5T-233530-FGN-(2-F1.5-23322-T3E-TELE- 1335323

13. THIS ITEM

¥ APPLIES T

IT MODIFIES THE CONTRACT/ORDER MNO. AS DESCRIBED IN ITEM 14.

Caif O ONE
—ee DADER KO, BN ITEM T0A

% THIS CHANGE ORDCH 18 ISSUED PUHSUANT TO: [Spacty suthoriy] THE CHANGES SET FOITH IN ITEM 14 ANE MADE IN THE CONTRACT

OER 15 o a ADMIMISTRATIVE CHANGES [fsuch a5 changes in paping oo,

X Mum-l! l;muml between l.h: p.uur.s
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The purpose o
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oF w!ummmummwwmmmmtﬁﬂ“m-—lﬂ
ification i 1o add incremenial funds and hereby incarposate clavse DEA-2852 203-70 Former Employment ar Assignment

buy thirteen (13) Target Software Licenses and three (3) Console Licenses;
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DJD-12-C-0033/0004 Page 2 of 6

Section B - Supplies or Services and Prices/Costs

Delivery Date: 60 Days From the Contract Award Date.

The Contractor shall provide supphes/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein.

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEET
ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT J UNIT PRICE AMOUNT
F ITE]
0001 Hacking Team Solution - Inclusive of Software/License, First Year Previous : EA )
Maintenance, Installation, Travel and Training
Estimated Delivery Date 60 days from the contract award date 1000000
Change 0.000000
Current  1.000000)
ooz | Additional trainingfinstaliation for Cicom/HT to be done |n Previous | EA
Line Period of Performance: 11/15/2012 - 0B/26/2013 1.0:00000
Change: 0.000000
ICurrent - 1 000000¢
0003 | Travel expenses for HT/Cicom personnel doing the training Previous . EA

Line Period of Performance: 11/15/2012 - 08/26/2013 |

Change. 0.000000

Current
4)

0004 | "OPTIONAL" Licenses (AW SOW Sechon C |4 Ero_lgqsal dated Previous . EA
7724112 & 7730112 FOR ITEMS ONLY UNDER "AGENTS -

REMOTE CONTROL SYSTEM TARGET PRICES" PRICES "
BELOW INCLUDES A 5% DISCOUNT AND CAN BE 000000

X4 FURCHASED ANYTIME THROUGH LIFE OF CONTRAGT
.10 Client Agent Software Licenses/RCS-TSL10 = [(BM4) Change: 0 000000

\\ N 25 {C:Iieni Agent gnﬁmwam I[pcxnsa:fﬂcg::lr'gt%g =
50 Client Agent Software Licenses/RC =
' Aﬂgem Software Licenses/RCS-TSL100 [Current  1.000000

> ents Agents or more/RCS-TEL- (Need to call for special
discounted price) .

1st Year Mainlenance/RCS-Maint = Induded

***NOTE: The Penod of Perfarmance will be effective from the
actual date of debvery and installation. A modificabion will be
issued to change and reflect the aclual dates™

"SUBJECT TO AVAILABILITY OF FUNDS"

Line Period of Performance: 08/27/2012 - 0B/26/2013

1001 tion Year | - Annual software Maintenance Previous . EA
{ total cost of current system for thal year)

Current cost for the system |srﬂ}{4} Jeost for 1.000000
maintenance)

“NOTES: (1) If additional licenses are purchased, the price will  [Change” 0.000000}
change to reflect the actual cost for the mainienance

{2) The Period of Performance will be effective from the actual date [~Uent - 1.000000

of delivery and installation. A modification will be issued to change . y
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2001

3001

and reflect the aclual dates”
“SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2013 - DB/26/2014

"OPTIONAL" Licenses (IAW SOW Section C.1.4.E, osal dated
Ti24M2 & 7130/ 2 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES™ PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

.10 Client Agent Software Licenses/RCS-TSL10 )4
M.25 Client Agent Software Licenses/RCS-TSL25 =
N 50 Clieni Agent Software Licenses/RCS-TSL50 5

1 Agent Software Licenses/RCS-TSL1

iems Agents or more/RCS-TSL- (Need to call for special
discounted price
181 Year Maintenance/RCS-Maint = Included
“NOTE' The Period of Perfarmance will be effective from the
aciual date of delivery and installation. A modification will be
issued to change and reflect the actual dates”.
“SUBJECT TO AVAILABILITY OF FUNDS"
Line Perlod of Performance: 08/27/2013 - DB/26/2014

Option Year Il - Annual software Mamntenance
{20% total cost of current system for that year)

“*NOTE (1) If additional licenses are purchased, the prce will
change lo reflect the actual cost for the manienance

{2) The Period of Performance will be eflective from the actual date
of debvery and nstallation A modification will be issued o change
and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Performance: 08/27/2014 - 08/26/2015

"OPTIONAL" Licenses (1AW SOW Section C [ 4 E'rfm | dated
72412 & 7/30M12 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES" PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N 10 Client Agent Software Licenses/RCS-TSL10 =[P4
M.25 Client Agent Software Licenses/RCS-TSL25
M 50 Cli Agent Software Licenses/RCS-TSLS0

discounted price)
181 Year Maintenance/RCS-Maint = Included

“*NOTE The Period of Performance will be effective from the
aclual date of delivery and installation. A modification will be
issued 1o change and reflect the aclual dates”

“SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Performance: 08/27/2014 - 08/26/2015

hon Year |l - Annual software Maintenance
{ total cost of current system for that year)

(1) If additional licenses are purchased, the price will change to
reflect the actual cost for the maintenance

{2) The Penod of Performance will be effective from the actual dale|
of delivery and installation. A modification will be issued to change
and refiect the actual dates”

"SUBJECT TO AVAILABILITY OF FUNDS",
Line Poriod of Performance: 08/27/2015 - 08/26/2016

"OPTIOMAL® Licenses (1AW SOW Section C.1L4.E, al dated
7724112 & 7130012 for ITEMS ONLY UNDER "AGE Tg - REMOTE
CONTROL SYSTEM TARGET PRICES”", PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N.10 Client Agent Software Licenses/RCS-TSL10 = [OX4)

N 25 Chent Agenl Software Licenses/RCS-TSL25 =

M. 50 Client Agent Software Licenses/RCS-TSLS0 =
Agent Software Licenses/RCS-TSL10
TOU CTEne Agents or more/RCS-TSL- (Need to call for special

discounted price) .

1st Year Maintenance/RCS-Maint = Included

*MNOTE: The Period of Performance will be effective from the

Previous
1.000000
Change: 0.000000]

Current © 1.0000004

Prewvious
1.000000
|[Change: 0 000000)

[Current . 1 000000}

Previous
1 000000
Change 0 000000)

Current . 1 000000

Previous
1.000000
Change. 0.000000{

Current : 1 000000}

Previous :
1.000000
Change: 0.000000

Cumrent  1.0000004

aclual date of delivery and installation A modification will be

Page
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4002

issued to change and reflect the aclual dales™.
"SUBJECT TO AVAILABILITY OF FUNDS®
Line Perlod of Performance: 08/27/2015 - 0B/26/2016

on Year |V - Annual software Mainlenance
% total cost of current system for that year)

“NOTE: (1) If additional licenses are purchased, the price will

change to reflect the actual cost for the maintenance.
duh'ulrrmdimiﬂlbm A modification will be

and reflect the actual dates™.

*SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2016 - 087282017

"OPTIONAL" Uunul_l[EAWSUWSnuhn C.l4. Eh!:rnspo
72412 & T30 2 for ITEMS ONLY UNDER “"AGENT! HEMDTE
CONTROL SYSTEM TARGET PRICES", PRICES
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

|10 Client Agent Software Licenses/RCS-TSL10 004
25 cunm Agent Sunwm Licenses/RCS-TSL25
are Licenses/RCS-TSL50

= D ]

Jr_u'{ : Agents or more/RCS-TSL- (Need to call for special
discounted price)

15t Year Maintenance/RCS-Maint = included

**MNOTE: The Period of Performance will be effective from the
actual date of deli and instaltation. A modification will be
issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2016 - 08/26/2017

(2 MFMnlenuﬂuMummamaldammﬂﬂﬂﬂ 0.000000
Issued to change

Previous :

1.000000

Current : 1.000000

1.000000

(Change: 0.000000]

Current ; 1.000000}

DJD-12-C-0033/0004 Page 4 of 6

[(-bili-’]

PREVIOUS TOTAL | [P)4)
CHANGE
CURRENTTOTAL|  $2.432,000.00
FUNDING DETAILS:
ITEM [FUNDING LINE|  OBLIGATED AMOUNT ACCOUNTING CODES
NO.
wa |1 Provious OO | 2012 - §10 - ST - 2335320 - FGN-G2 - - FLS - 23322 - - - T3E - - - 2335323
Chan
Current :
NA |2 Previous 2012 - 51D - ST - 2335000 - DOM-G2 - -FLS - 23322 - - -T3E - - - 2335342
Chan|
Current :
wa |3 Previous 2013 - 51D - ST - 2335320 - FGN-G2 - - FLS - 25705 - - - T3E - - - 2335323
Chan
Current
NA |4 Previous | 2013 - 510 - ST - 2335320 - FGN-G2 - - FLS - 25705 - - - T3E - - - 2335323
Chln‘
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b4
Current .{ 9

NIA

Previd
Change

Current

PREVIOU
CHANGY

CURREN]

2013 - 1D - OF - 2335320 - FGN-G2 - - FLS - 23322 - - - T3E-

- - 2335323
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SECTION H
DEA-2852.203-70 FORMER EMPLOYMENT OR ASSIGNMENT WITH THE DEA (MAY 2013)

The contractor shall identify any contractor personnel who currently work for DEA, or have been employed with DEA within the last
twao years, or who will be working at, or providing support for, the same DEA Division or Office where they were last assigned prior
to leaving DEA under the contract/task order. Any contractor personnel identified by the contractor must complete a Contractor Eth-
ics Questionnaire. The contractor must provide this questionnaire to the contracting officer prior to the individual beginning perform-
ance on this effort. Depending on the responses provided, contractor personnel may be disqualified from the contract or required to
scek a post-employment opinion from the DEA Office of Counsel to determine whether their work on, or support of, the contract/tash
order raises any conflict of interest issues or other potential violations of law.

The Contractor understands that contractor personnel are prohibited from appearing before, or communicating with, the Federal Gov-
ernment on behalf of a contractor regarding a Government contract, investigation or other particular matter that they participated in
personally and substantially as a Federal employee with the intent to influence Government officials in those matters for the lifetime
of those matters,

The Contractor further understands that for two years afier leaving the Federal Government, contractor personnel are prohibited from
appearing before, or communicating with, the Government with the intent to influence on behalf of a contractor regarding a Govern-
ment contract, investigation or ather particular matter that they did not participate in personally and substantially as a Government em-
ployee, but that was under their official responsibility during their last year in the Government,

If DEA determines that afier reviewing questionnaire responses or conducting other inquiries that contractor personnel may violate the
above post-employment restrictions or other applicable laws if allowed to work on or support the contract/task order, at DEA’s re-
quest. the contractor must remove those contractor personnel from the contract.

{End of clause)
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1. CONTRACT ID CODE
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT DID-12-C-0033 O
T AMENDMENTAIODIFICATION MO, 3 EFFECTVE DATE 4. 3] 0 . % PRGJECT NO. [ appicatia]
0005 See Hox 6 See Lines
o il e e
DEA Headguarters
8701 Morrissene Drive, Atn: (FACLIENEL{BNTHCLBYTHF) |
Springficld, VA 22152
8 MAME AND ADDRESS OF CONTRACTOR (Mo, slresl country, stale and JI° Code) [X) | ¥~ ARENEHERY OF SOUCTATOR R
CICOM USA, LLC .
1997 ANNAPOLIS EXCHANGE PARKWAY W GATED (SEE W 11
SUITE 100
ANNAPOLIS, MD 21401-9996 TOA. MOGIFICATION OF CONTRACT/ORGER KO
JID-12-C-0033
X '?E'mm TEEE ITEM 13
cooE 272780230 | raciiry cooe 963322842 DB/17/2012

11. THIS ITEM OMLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D This abova numbared solictslon s amandad as sal lorthn llam 14 Tha hour and data spached for recaipl of OfNers D s axlendad Dhﬂdmlﬂ

Dftars must scknowladge recaipt of thia amendmani pror Lo tha hour and dats speciied in tha solcilabon or a8 amandad, by ona ol the foliowing mathods. (a) By
compiating itama 8 anad 15, and refuming cogaas of the amancmant; (b) By acknowladging receipt ol this amandmant on aach copy ol the olfer
submitted; or {c) By saparate lotler or talegram which includas a ralerence fo the sciciialion and amenamant numbars FAILURE OF YOUR ACKNOWLEDGMENT TO BE
RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AMD DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR
COFFER I by vitue of this amandmaent your desire o change an offer siready submilted, such change may be made by telegram or laller, provided sach Islegram o lettar
makss releranca 10 [ha solicitabon and ths amendmanl, and is racaived phor (o (he opanng how and dale spacified

—_— - —
12 ACCOUNTING AND APPROPRIATION DATA (IF reguined)

2012-2012-51D-5T-2335320-FGN-G2-FLS-23322.TIE-TELE-2135323
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHECK ONE | A. THIS CHANGE ORDER IS I55UED PURSUANT TO (Specify authonily) THE CHAMGES SET FORTH IN ITEM 14 ARE MADE iN THE CONTRACT
] ORDER NO. IN ITEM 104

: z BER : WODIFIED 10 T AOMINISTHATIVE CHANGES (such 23 changas in paying oiice,
X appropriation date, sfc,) SET FORTH IN ITEM 14, AURSUANT TO THE ALITHORITY OF FAR 43 103(b),

C. THIS mm!ﬁ AGREEMENT 13 ENTERED INTO PURSUANT 10 AUTHCRITY OF,

T GTHER (Specly [ype of mocilicabon 8nd auinoriy]

E. IMPOATANT: Contraciar E ol D in riquired 19 wigh Ihis Botumenl Bnd el coples 10 tha Isng cMice

14 DESCRIPTICN CF AMENDMENTABODIFICATION [Crpanied by UCF seciion haadings, includng BokcRaiononinect Subgect mater whu leanbs. )

This purpase of this modification is to revise the period of performance (POP) to accomodate a schedule change during installation and o reverse
unit prices and quantities to facilitate payment of invoices. Accordingly:

1. The POP on CLINs 0002 and 0003 is revised to 11/15/2012 w0 11/14/2013.

2. The quantitics and unit prices on CLINs 0004, 1002, 2002, 3002 and 4002 are reversed.

3. This is a no cost modification. All other terms and conditions remain unchanged.

[Entapl wn provided hersis, @l i and condslions of Pe documand mefsrenced i (e BA o 104, &4 biveiofors chenged, remeina unchanged and in Al Torce and el
TEA NAWE AND TITLE OF SOWER [Type o pinl] TBA. NAME AND TITLE OF CONTRALTING CFFICER (1 ype o prnt]

I8 CORTRACTORGFFEROH Fbﬂiﬁﬁ-[t‘}[?l[cj.[bifﬁl
i m‘Tb:ti:.[M['-‘:[E':.[u'ﬂxi!‘]
PETEI & B

TG GATE SIGHED

- =L ~/L -3
NEN T50-01-152-8070 ARD V. 10-83
P Prascnbad by GSA FAR (48 CFA) 53,243
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DJD-12-C-0033/0005 Page 2 of 5

Section B - Supplies or Services and Prices/Costs

Delivery Date 60 Days From the Contract Award Date

The Conltractor shall provide supplies/services in accordance with proposal dated July 2, 2012 and in accordance with terms and
conditions set forth herein

SCHEDULE OF SUPPLIES/ISERVICES

CONTINUATION SHEET
ITEM NO. SUPPLIES/SERVICES QUANTITY UMIT UNIT PRICE AMOUNT
i EITE]
0001 | Hacking Team Solution - Inclusive of Software/License, First Year |  Previous ea [P
Mambenan:e Installaton, Travel and Training.
Estimated Delvery Date 60 days from the confract award dale 1.000000
IChange: 0.000000)
Current © 1 000000
oooz | Additional traiming/finstallation for Cicom/HT to be done |rEDJtTHEJ | Previous ; EA
Line Period of Performance: 11/15/2012 - 11/14/2013 1.000000
IChange: 0 000000
Current - 1.000000]
oooa | Travel expenses for HT/Cicom personnel dong the traming Prewous : EA

Line Period of Performance: 11152012 - 117142013 bii4)

Change 0.000000

Current ;
Jd)
o004 | "OPTIOMAL" Licenses (IAW SOW Section C.| 4 Ggru_Fusm dated Previous : EA
Ti24M2 & 7130012 FOR ITEMS ONLY UNDER “A
REMOTE CONTROL SYSTEM TARGET P‘RIGES" PRICES
TN BELOW INCLUDES A 5% DISCOUNT AND 1.000000
PURCHASED ANYTIME THROUGH LIFE E:-F C'DN!H‘.ACT
N.10 Client Agent Software Licenses/RCS- TSL‘HJ W Change:
M.25 Chent Agent Software Licenses/RCS-TSL2 JEN]
i 50 Client Agent Software Licenses/RCS TSLW
N ient nt Software Licenses/RCS-T5L10
ﬂi;: éie% E:nls or more/RCS-TSL- (Need to call for special Current
discounied price)
151 Year Maintenance/RCS-Maint = Included )
**NOTE' The Period of Performance will be effective from the
actual date of delivery and instaltation, A modification will be
1ssued to change and reflect the actual dates”
"SUBJECT TO AVAILABILITY OF FUNDS"
Line Period of Performance: 0B/27/2012 - 08/26/2013
1001 Oplion Year | - Annual software Maintenance Previous : EA
(20% total cost of current system for that year)
Currenl cost for the system tsr":":‘“ Jeost for 1.000000
maintenance)

“NOTES' %n additional licenses are purchased, the price will  [Change: 0.000000
change to reflect the actual cost for the maintenance

(2) The Period of Performance will be effective from the aclual date
of delivery and installaton A modification will be issued to change

Current © 1.000000
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1002

2001

2002
K4

300

3002
(D))

and reflect the aclual dates”,

“SUBJECT TO AVAILABILITY OF FUNDS"

Line Period of Performance: 08/27/2013 - 0B/26/2014
"OPTIONAL® Licenses (AW SOW Section C 1.4 E, proposal dated
7724712 & 7130012 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

HN.10 Chient Agent Software Licenses/RCS-TSL10 sgb)(4)
M.25 Chient Agent Software Licenses/RCS-TSL25

N.50 Client Ageni Software Licenses/RCS-TSL50

% Eﬂlienl ent Software Licenses/RCS-TSL1

> gents or more/RCS-TSL- (Need to call for special
discounted pnca)

1st Year Mamienance/RCS-Mamt = Included

“NOTE: The Penod of Performance will be effective from the
actual date of delivery and mstallation, A modification will be
issued to change and reflect the actual dates™.

“SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 08/27/2013 - 0B/26/2014

Option Year Il - Annual software Maintenance
{20% total cost of currend sysiem for that year)

“MOTE: (1) If additional icenses are purchased, the price will
change to reflect the actual cost for the maintenance.

of delivery and instaltabon, A modification will be issued to change
and refiect the actual dates”

"SUBJECT TO AVAILABILITY OF FUNDS™
Line Period of Performance: 0B/27/2014 - 08/26/2015

"OPTIONAL" Licenses (LAW SOW Section C |4 E, proposal dated
7124112 & 7730012 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES" PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

M 10 Chent Agent Software Licenses/RCS-TSL10 =[21(4)
M 25 Clignt Agent Software Licenses/RCS-TSL25
M 50 Chent kigrﬂ Software Licenses/RCS-TSL50

Chent Agent Software Licenses/RCS-TSL1

Agents or more/RCS-TSL- (Need to call for special
discounted pnce)
1st Year Mainlenance/RCS-Maint = Inciuded

“NOTE: The Penod of Performance will be effective from the
actual date of delivery and installabion. A modification will be
issued to change and reflect the actual dales™.

"SUBJECT TO AVAILABILITY OF FUNDS™

Line Period of Performance: 08/27/2014 - 0B26/2015

Option Year 11l - Annual software Maintenance
{20% total cost of current syslem for that year)

“*1\!” additional licenses are purchased, the price will change o
reflect the actual cost for the maintenance.

of delivery and installaton. A modification will be issued to change
and reflect the aclual dates”,

"SUBJECT TO AVAILABILITY OF FUNDS".
Line Period of Performance: 08/27/2015 - 08/26/2016

"OPTIONAL” Licenses {LAW SOW Section C.1.4 E, proposal dated
7124012 & 773012 for ITEMS ONLY UNDER " GEPFT?PHEMDTE
CONTROL SYSTEM TARGET PRICES". PRICES BELOW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

N 10 Client Agent Software Licenses/RCS-TSL10 K4
M 25 Client Agent Software Licenses/RCS-TSL25 5

LE .50 Client Agent Software Licenses/RCS-TSLS0 H
Mﬁnm Software Licenses/RCS-TSL1

j ienis agents or more/RCS-TSL- (Need to call for special

discounted price

)
15t Year Maintenance/RCS-Maint = Included
“*MOTE® The Penod of Performance will be effective from the

actual date of delivery and instaliation. A modification will be

Previous
1.000000

Change:

bi4)

Current

[b}{#ll

Previous :

1.000000

{2) The Period of Performance will be effective from the actual date|/Change: 0 000000

Current : 1.000000

Prewious
1 DO0DO0D
Change.

H4)

Current

N4)

Previous :

1 000000

{2) The Pencd of Performance will be effective from the actual date|/Change: 0.00C000

[Current = 1.000000)

Prewous
1 000000

Change:
bi#)

Current

(D))
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DJD-12-C-0033/0005 Page 4 of 5

issued to change and reflect the actual dates”.

"SUBJECT TO AVAILABILITY OF FUNDS". | CIEN]
Line Period of Performance: 08/27/2015 - 08/26/2016

4001 Year IV - Annual software Maintenance Previous : EA
u'h total cost of current system for that year)

**NOTE: (1) If additional licenses are purchased, the price will 1.000000
change to uﬁ-:lh-m:lmmm- maintenance. "

(2) The Period of Performance wil mmmnmmﬁm'ﬂm'
delivery and installation. A modification will be issued to change

and reflect the actual dates™. Cu { * 1.000000
“SUBJECT TO AVAILABILITY OF FUNDS".

Line Perlod of Performance: 08/27/2016 - 08/26/2017

4002 | "OPTIONAL" Licenses (IAW SOW Section C.1L4.E, dated Previous : EA
7/24/12 & 7/30/12 for TEMS ONLY UNDER "AGE - REMOTE
CONTROL SYSTEM TARGET PRICES‘ PRICES BELOW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED 1.000000
ANYTIME THROUGH LIFE OF CDHTRAGT
M.10 Client Agent Software Licenses/RCS-TSL10 =[b)4) Change:
N.25 Client Agent Surl'twam Licenses/RCS5-TSL25 =
N.50 Client Ag re Licenses/RCS-TSLS0 = BH4)

el sige Sutmre Licenses/RCS-TSL100

ts or more/RCS-TSL- (Meed to call for special rent -
discounted price) o )
1sl Year Mainlenanca/RCS-Maint = Incduded

“MROTE: The Period of Performance will be effective from the
aclual date of de and installation. A modification wili be

b)4)

issued lo change reflect the aclual dates™,
"SUBJECT TO AVAILABILITY OF FUNDS",

| Line Period of Performance: 0872772016 - 08/26/2017

PREVIOUS TOT PRY)

CHANG

CURRENT TOTAL $2.432,000.00

FUNDING DETAILS:

ITEM [FUNDING LINE OBLIGATED AMOUNT ACCOUNTING CODES
NO,

A |1 Previous [P 2012 - $10 - ST - 2335320 - FGN-G2 - -FLS - 23322 - - - T3E - - - 2335323
Chan

Current

;

NA |2 Previous 2012 - S1D - 5T - 2335000 - DOM-G2 - - FLS - 23322 - - - 2335342

NA |3 Previous| 2013 - S1D - 5T - 2335320 - FGN-G2 - -FLS - 25705 - - - T3E - - - 2335323

Charl

:

A |4 Previous 2013 - 51D - 5T - 2335320 - FGN-G2 - -FLS - 25705 - - 2335323

=
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Current

Mia |5

Previous
Chan

Current

PREVIOUY

CHAN

CURRENT

b))

2012 - 510 - OE - 2335320 - FGN-G2 - -FLS-23322- - -T3E- - - 2335323
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DJD-12-C-0033/0008 Page 10l 18

|~wum
AMENDMENT OF SOUCITATIONMODIFICATION OF CONTRACT DJD-12-R-0033
ki W T R AT W ) N I T — T PROECT N et
i Ser Block 160 Seoe Lines
TSGTE R YT T — o |
DEA DHEL DT HCLENTIF)
F701 Momascne Dnve
Springficld. VA 22152
1 AL AAD ACDNEF S8 OF CIIMTILAL TONE g, s iy sieie e I Coue: 1X)
CHOOM USA, LLC
1997 ANNAPOLIS EXCHANGE PARKWAY
SUTTE 300 "8 DATRD (SR F (T 1
ANMAPOLES, MDD 20401 555
Do AT
bl
X umkg‘ﬁm-i
coon 2T2TRO2 MO Jracurre coos 963323842 o
11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOUCITATIONS
D P - ﬁ [ D.-.—_
s Tl b8 TRCC (o Tl Bl s 0 e Do @ il specied o T sobclenon o &t smarded Dy one of ife ioceng mesroos (8] By
Complsarg devs 8 el 15 mnad  copest of P et (1) By sokeeriedgeng meosg of Pel amarcemens on sech ol v olfler
Bulrrr o (] B seeTIN e O INOIRM whach ickeind § felerees 1 e Eolaior 0 smendrecd rustes FALURE OF YOLR TO B
WECENMED AT PLACE RO ThE RECEWT OF OF FERE PTOOS TO THE HOUR AND DATE SPECIFIED MAY RESULT B REJECTION OF YOLR

D FEA W iy veioe of s armaprudrases s’ s 0 Changs an offer svmecy submelied sach CHANQS mary e Mae iy Weagram of et prrrrded S MO o ipter
s mleracn 0 e SChCkRGN e [P RencTat and B e (07 1D e OpSeG how Bnd dame Al
T ACOCUMTING AMD APPROPIGATION GHTA I mepstvad

DEA-2012-2012-81D-ST-2338330-FGN-G2-FLS-23522- TIE- TELE-1135323- 2042

IT MODIFIES THE CONTRACT/ORDER WO, AS DESCTUBED IN ITEM 14,
& THES CRANGE DRDER 15 SSLAD PURSUANT 10, [Soecly suthorty] THE CHANGES GET FORTH I (TEM 14 ARE WADE B T CONTRACT

CrCn Onll
— | OO MO T A
X

P
522177 Opaos to Exiend the Term of the Contract (MAR 2000)

[ T — E — D L LT L S U R ——
Al

it gy s 3
Porsaant 1o the opon clause set forts i e cootract, the Covernemens 0
— ey gt s hﬂr-—.h hﬂ.lllr‘h“

DJD-12-C-0033. As & result the Lotal cbfigeted smoomt increased b:i-ﬂ Al h--luﬂ—_--ﬁ-l

Lt i i e, gl b el by o ST, et o B A 3 {0 - oy Pl e et e bl NPT el el
- v Type or pried)

OHERRNWCL DTN
BB (BT I W

P ey (M4, PR bl PO 3 303
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(B)(4)

and mn actual dates”
"SUBJECT TO AVAILABILITY OF FUNDS",
Line Period of Performance: 08/27/2013 - 08/26/2014

"OPTIONAL® L Iﬁll:ﬂw SD‘W Section C.I T?“.I
7724/12 & 7730012 for ¥ ONDER “AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES® PRICES BELOW
INCLUDES A 8% DISCOUNT AND CAN BE PURCHASED
AATIAE THROUGH. LFE

N 19 Clien .annl Software Licanses/RCS-TSL10 ' O

N.50 C-I'ilﬂ't m T
th-ll LmnI"RE:B-TEl_i J

%ﬂﬂﬂﬁ# morafRCS-TSL- (Need to call for spacial

15l Year mmmm Included

“NOTE: Tha Period of Parformance will ba effective from the
actual dale of and installation. A modification will ba
issued to change reflect tha actual dates™.

*SUBJECT TO AVAILABILITY OF FUNDS™
Line Pariod of Performance: 08/27/2013 - 082672014
Basa Perod

Year Il - Annual software Mainlenance
{ total cost of curment system for that year)

*MOTE: (1) Il additional licenses are purchased, the wall
B kb AU LL g Lo ey D0 el g
mmm nm“bchndhm
and reflect the actual dates

"SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 0827/2014 - 0B26/2015
Exercised Option

"OPTIONAL" Licenses (IAW SOW Section C.14.E
Tr24N2 & TRON2 for OMLY
oL M TARGE

is of mora/RCS-TSL- (Need to call for special
discounted price)
13t Year Maimenance/RCS-Maint = Includad
“*HNOTE. The Penod of Performance will be effective from the
actual date of and inglaliation. A modification will be
raftect the actual dates™
“SUBJECT TO AVAILABILITY OF FUNDS".
Lirme Period of Performance: 08/2712014 - DB2E2015
Ungxercised Option

Year lll - Annual software Maintenance

total cost of curren! system for thal year)

‘ti it mm-mm the price will change lo
aciual cost for the maintenances

{EidePﬂﬁmnﬂﬂ effective from the actual
and installation. A modification will be issued to change

lndrll-(tm-mdm

*SUBJECT TO AVAILABILITY OF FUNDS",

Line Period of Performance; 082772015 - 08262016

Unexercised Option

icansas (IAW SOW Saction C.14.E

"OPTIONAL" L daled
Tr24N2 & ?M'IZ for ITEMS ONLY UNDER ™ - REMOTE
CONTROL SYSTEM TARGET PRICES® oW

INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

Page

{2: mwum will be sffective from the aciual date{Change 0.000000]

actual datefChange: 0.000000|

r::w 0.000000
Curmrent

(D)4

Previous :

1.000000

Current = 1.000000}

W4

[Change: 0.
Current ;
(b))

Previous :

1.000000

Current : 1.000000

M)
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Fbli-‘!

NiA

A

Mia

Current
Previous
Chang
Current :
Prenvdous
Chang
Current
Previod

Change. 1
Current

PREVIOUY

CURRENT]

2013 - 510 - 8T - 2335320 - FGN-G2 - - FLS - 25705 - - - T3E - - - 2335323

2013 - 31D - OE - 2335320 - FGN-G2 - -FL5-23322 - - -T3E - - - 2335323

2014 - S1D - OT - 2335000 - FGN-G2 - - SIU - 23322 - - - VTT- - - 2335323
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L. S, Department of Justice
Drug Fnlorcement Administration

Office of Acquisition & Relocation Management
(FA)

K701 Morrissette Drive
Springlicld. VA 22152

11} 11'.-”]"'(;.!:[” -1“”.\.' 1”. :“”I-T.

Alex Velaseo

CHIOOM LISAL LT

1997 Annapolis Exchange Parkwi
Suite 3

Annapolis, MDD 21401

Subjects Contract Numbey D=1 2-0-0033
Maoditication Number: (007

Dear Mr. Vielasco,

Fnclosed herein is a fully exeeuted copy of maditication 0007 1o contract DJ-12-C-0033. The
- ] . : T =

onginal modification was sent for vour appros al and signature on April 307, 2005, Upon wanting the

required 30 calendar days, no response was reccived from you in regards to the modification. As

Contracting Oficer, 1 wok it upon myselt 1o fully execute the order.

Please teel tree to contact SREIEIICIENN | 'ontract Specialist. with any gquestions or coneerns at

'DHE].{’J}{? ] |

Sincerely,
B)(6), (BHTHC), (DNTHF)

Contract Olhieer
Office of Acquisinon & Kelocation Managemuent
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT (X1 A e R TR S
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& BT CEir [T, PORANNEET CRETN Y (N anoe o Mo f OOE [
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ST Maotrpsctte Dy
Spaunglield, WA 33082
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7T ANNAPOLIS LXCHANGE P AR AY
SUTTE don OB DAFLD (EL 1TEMA TH)

ANSAPCLIS, MY 2 140] 0000

R SR A TR

A WO IR TR0 OF T RALTURDE R N

DY 2033
M INOR DATED [5EE 1TERN TE

G 2TITHO L) [racsiny fope 90t onar 0% 1772012
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

D The: Skt e amBieeg sl WO i3 Yended % el beir o o, 15 Trs fwir antt dote sgascied b socest of Difas D i A D 0l ke

CEN-ts miasl i cgn e OF Mus amendment Srgd S P Bk gnd dals Sl il iy e pofcilahion i g% armunded by oo of (#is 1,.;..'.{".,.1“ mislnGEy (a) My

A elirag Aoy B and 15 aod retaeirey ) CEIAR o6l M somaudrrant (1) By MAROwIPING fecad of Les smenedtmien] gn cach capy of Iruk ptiae
it wr (0 By sisparate M1Ee o Imlsranm witch mied sios o e U B Sk daton a0 amendanei puilees FAIL URE OF YOUH ACKNOWLESGMENT 113 R
HLLESVED AT THE PLACL DESIGRATED FOM THE RECEIT OF OF FEMS PRIOH 10 THE HOUK AND DATE SPECH IEL MAY HESUIL | K ME JECTION OF YOUR
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1M A= 2200251 -5] .2 TS I20-FUN-G2-FLS-23 320 ) tk-TEE F=233802 .00 2
11 THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IM ITEM 14.

CHETRONE | A THIS CHANGE ORDER 15 ISSUED PURSUANT 10 iSpacdy storapl THE CHANGES SET FORTH N ITEM 14 ARE MADE 1N THE CONTRACT
e DVHEDIE ML M0 AR 1A

B TIE ARCYE NUMRERED COMTHAL FAIRLIER 15 MODE ED TORETLECT THL ALTAINIS | HA TIVE CHANGL S [Serch a5 claws o o IEHy ey
ikyirapeintam it At DSED D OMTR NI 2 PUHSUANT 10 FHE ALITHCH w 03§ AR 43 10

£ TS SUPPLENLNTAL AGREFRMENT 15 ENTLRED NG PURSUANT TO AUTHORITY ©F
X Muitsal Agreemen Berweon Doth Pares

D OTHER  Specdy fw of modeeahion and SaMinedy b

[ WPORTANT Conba i D p— I I S Sk B b inten | g 5 the 1etast i

e DFACEAPTIORN UF AMLWLIGE 8T R W00 & A 100 (L T T S A p—— #h bahing A e Dol sl mia ey wiving faasitey |
Thae paarpnesc of this bulatcral modificaron s i eviemd the preasad of purtormance fom 05726 2005 0 1200005 s rermiml ul perfimance s
changang i el to Option Year 10 of the current contrigs s s i vt amadification. AN financial olligatons have been muade Aller
Precember Y1, 2005 al) services wall luvee Been receved by 1he oo crumment and ths contruce wll be chiwed ot

Ve aget i ot B, el Sy sl @ e i 1 Wy i i ol o et ol e b Ak o 1OLA s AR s B i L Pt e g i Bl ey e Ml
VoA NAML ALy FERLE A6 DALMNT 0 | Pygin ow prard) TEA MALIE AND TITLE OF COMTIRAC TING CNTICER § Ty w v

FEFEJIWHTHEIZWEEE!

1ol CONTRAT WIRIGEFEFO U8 DATL Baisa 168 UNITE 3 ¥ YHC [T Skl
DO T — i
L i
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Section B - Supplies or Services and Prices/Cosls

Detvery Date B0 Days From the Contract Awand Date

The Contractor shall prowide supphus/sernices in accordancy with proposal dated July 2, 2012 ana in accordance with lerms Gnd
conditions sel forth heren

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHFET

ITER MO SUPPLIL SISERVICES QUANTITY UMIT UnNIT PRICE ASADIUNT

£a [[BH4)

0 Hacking Team Soluton - Inclusve of SoftwaredLcense Fiest Year Prisvicas
Mamilenance Instalkston, Trival aid Trasnmg

Estmmatiedd Dudrowry Date 60 days from the contract asdird dile 1 (R pRD

Line Period of Performance., 1052000 < 111402000 Lhaangpe 1) CROCHIH

Faptiar Fasriosa ~urrenl 1 00000
o004 | "OPTIONAL® Loensos (AW SOW Section C 1 4 £ rr-rn.n-!mm Prevwions EA
724112 & 150012 FOR ITEMS ONLY UNDER “AGENTS
REMOTE CONTROL SYSTEM TARGLET PRICES® PRICES b4}
I BFLOW INCLUDES A 5% DISCOUNT AMND CAN BE
PURCHASED ANYTIME THROWGH | IFF OF CONTRAGT
{ohaniope O DDOO0H

M 25 Chonl Agent Software Licenses/RES- 15125

50 Chenl Agont Software Licenses/RCS-TSL50 Custrisni
i Softwine |iconsea/RCS-TSL1 ; i
2 il 15 o moteRICS-TSL - (Meod o call luy sl

thscouniod preo)
151 ¥ear Mosnbonancs/BGCS-Mant = Inchuiead

\ M1 Chenl Agonl Seltware LicensenRCS TS110 [B)(4)

=V TE  This Periosd o Pearformance will be alfeciee lizm thee
actual gate of EL'NEI?' and installaton A modihcabon wil be
w16 change and peflect the achudal dalis”

SHUBJECT 10 AVAILABILITY OF FUNDS®

Line Perind of Performance: DR T017 - DBORIZN A

Barme Ponid

I H Onabstans Veiar |- MArinudl soMware Mamboos vy Previcmis EA
(20% total cost of curen system lor that yoor)
Current cosl for the sysbem -iﬁ)}{"] IH.'u*.'l faar 1 D000

frudsnlEnanc |
SNOTES (1) addimonal beonses are purchased, e pree il [erange O G000
chanipe lo reflect the aclual cost ko tho manbenance
121 Tha Peod of Perlormance will be elfoctve lrom the actual dale Curennt 1 000000
ol deliwery and mstaliotion A moddcabion will be ssued o change
awnd pedbec] e aclual diles®

“SUBJECT TO AVAILABILITY OF FUNDS™

Line Period of Performance. UBC /20108 - DRG0

T amrciand Ciplaon

o0z | TOPTIONAL " Licenses (AW SOW Socion C 1 4 E Ff'“ﬂ"l.l"ti“ el Prwims A
Fr2ang & Fi312 tor ITEMS OMLY UNDER "AGENTS - REMOTE

CONTROL SYSTEM TARGET PRICES" PRICES BELOW

@) INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

JIEN) Change (O DO
H 25 Chont Agent Softwarg Licenses/RCS-TSL2 Y

50 Chuenl il Sofware Licenses/RCS-TSLEO Curent
nt Software Lienses/HCS-TSL 100

\ N 10 Chienl Ageal Solware LicensesrHUCS-TELD

W e iR 5= 150 (Newd b Lall e sgetial M

Al il et}

151 Year Manicnanco/HCS-Maml = includisd

=0 F  Dhes Pemosd of Perfommancs: will B elloclsg Do Dhee
aclual date ol tabeery wnd nstallaton A modifcabion will e
wsad o change .arn? pisliset thad aichunl chalos™
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“SUBJECT TO AVAILABILITY OF FUNDS'
Line Period of Performance DB 20T - DROET014
e Ponoa

Option Yeoar 1| - Anounl solbaang Mambonance
(0% notad cost of curront systen for thal yean)

“ROTE (1) I agabangl homises aro puschasod  the poce will
change o refloct the acheal cost fo the mamtenonse

ol delveery and mstallabon A modificabon will B wSued b chango
and refloct the actual dinkos”

CEURIECT TO AVAILARMILITY OF FUiNDS"

Line Penod of Performance. DR/ H2014 - 12002015

Eseromeg Opbon

“UPTIONAL® Licensas [IAW SOW Sectwon C i 4 E P}lru}.-:.\-..ll Bl
Tiadin2 & TIA12 for ITEMS ONLY UNDER "AGENTS - REMOIL
CONTROL SYSTEM TARGE I PRICES" PRICES BELOW

MG UDES A 5% [ISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFF OF COMTRACT

i2) The Pened o Pedonmance will be efoctve frum e aclual datefChange O K00

Prowimis

1 QORI

Cumment 1 Lll‘h.I[}ﬂ!ﬂ

Prowions

M4

M0 Chent Agont Seltwasro | irensesRCS-TSL 1
H 2% Client Agonl Soltware LicensesRES-TSL25
M 50 Clent nl Software Licenses/RCS-TSLED
b0 geerl Soltware LicersesRECS-TSL1

e Agunts o morRCS-TS1 - (Neseo fo col bod speeil
thscoumicg pacae)

15! Yivaer Maslenance/RC S5-Mamd = Incuded

HOTE  The Penod of Perfoimance will be effochvo o (e
atual dinter of delvvary and insalaton A madiicatnn wall b
e 1o change .:ru;ruﬂw_r e ssctual dates”

“EUBJECT TO AVARLABILITY OF FLUNDS™

Line Ponod of Performance: DR 72004 - 120003015
Uingwercised Opting

Chpleains Yaar 0 - Annoual soltwarne Mamlenance
(#0% totat cosd of curent syslom los that year)

1v) o adetuonal homses are purchased, the poce sl Chiosnga 1o
reflct the actual cost fgn tha mardenance

of aadnery and westallihon A modificabon will be ssswed To changs
arwd redhect the Aclual dabes”

"SUBJCCT TO AVAR ARILITY OF FUNDS®

Line Period of Performance: DB IRHITS - DRGPEI TR
Wnemeroeed Lplon

"OPTIONAL" Liconsas (1AW SUW Soction © 14 £, progwsal dabed
Ti24M2 & TI30M1 2 for ITEMS ONLY UNDER "AGENTS - REMOTE
CONTROL SYSTEM TARGET PRICES™ PRICES BEI OwW
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASLD
ANYTIME THROUGH | IFF OF CONTRACT

M0 Clent Agenl Scitware LicensesTCS-TSLID) 14
N 75 Cleerit Agenl Software LiconsesRCS-TSL25)

N 50 Clont Agesl Soltware Liconses RCS-1SL50)
wm Software Leenses/RCS-TSL1
Agonts of medRCS - THL - (Noed 10 cnll for special

descomanted pnce )
151 Yoar MamterancoRCS-Man) = Included

SHOTE, The Persd of Pedlormance will be effectee from the
actual aate of delivery and nstallation A madibcalsm wil be
msutnd 10 change aru'rwﬂr.-d thas achual dales™

“SUBJECT TO AVARABILITY OF FUNDS"

Ling Poviod of Performance: D82 TS - DBZEAIG

Rase Pyenog

Oipticin Y 1Y - Annaal solbware Maimienanc
(20% tutad cost of curnent Sysiom fos that year)

“HOTE (1) 1 addiioral heenses ang purchidsed e prce will
chusnge o reflect the actusd cosl lor tha maielanamens

12' Thio Ponod of Performance will bes @lleolvag b e SOl dibis
ol gelrecty and installubon A modibicalson wall e ssocd 10 change

(21 Thi: Penod of Pedormasice wil be etlechve from e aolual b= longe O (O00M)

H hewncpe O DO

Current

Ni4)

Prorviouh

1 DG

Cuwrestst 1 D000

Prevsus

fENE

ohange (1 TOOG00

vt

N4}

Frriridineg
(RECUR

Change (1 DD
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and reflec! the aclual dates”

*SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: DB/27/2016 - DR2E2017
Unexercised Oplion

“OPTIONAL® Liconsas (LAW S50W Section C14.E ponl
7i2412 & 7130012 lor ITEMS OMLY UNDER 'Mi- EMME
CONTROL SYSTEM TARGET PRICES®. PRICES uemw
INCLUDES A 5% DISCOUNT AND CAN BE PURCHASED
ANYTIME THROUGH LIFE OF CONTRACT

MN.10 Client Agenl Softwarne 5
uzscmuwmm

T
Niﬂlcmlﬁmu nglﬁ-m1 |
Khents or more/RCS-TSL- (Need Lo call for special

discountad price) :

18t Year Mainlonance/RCS-Maint = Included

“NOTE: The Parod of Perlormance will be effecte from the
actual date of and installation, A modification will be
issund lo change reflact the actunl dates”

*SUBJECT TO AVAILABILITY OF FUNDS".

Line Period of Performance: 0822772018 - DB/2E/2017
Baso Poriod

DJD-12-C-0033/0007

foi®
Current . 1000000

Prewious * EA

FREVIOUS TOTAL [b)i4)
CHANGE

CURRENT TOTAL $2,457,000.00

FUNDING DETAILS:

ot [ ne] SRR AT prm—

NO. _

MIA ﬁn“} 2012 - 51D - 8T - 2335320 - FGN-GZ - - FLS - 23322 - - -T3E - - - 2335323
NIA 2012 - §1D - ST - 2335000 - DOM-G2 - - FLS - 23322 - - - T3IE - - - 2335342
A 2013 - S10 - ST - 2335320 - FGN-G2 - - FLS - 25705 - - - TIE - - - 2335323
NIA 2013 - S1D « 5T - 2338320 - FGN-G2 - - FLS - 25705 - - - T3E - - - 2335323
NiA 2013 - S10 - OF - 2335320 - FGN-G2 - - FLS - 23322 - - - T3E - - - 2335323
wa |8 2014 - §1D - OT - 2335000 - FGN-G2 - - SIU - 23322 - - - VTT - - - 2338323
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L. S, Department of Justice
Drag I ndorcement Administration
" Oftice of Meguisation & Relovanon Manageniem
Y
K701 Mornsseie Drive
Springlicld, VA 22152

IRTRVENT O, Lhen July % M)A

ClICOMLUSA LI

A Ales Velaseo

P97 Annapalis schange Parkwan
Suite 3

Annapolis, MO 21401

Subjpedt C ontract MNumber 1)1 2-0-0053%
Modification Sumber O0oR

Dar Mr. Vielaser

You are hereby notilied that contract number DID-12-C-0033 is werminated i its entirety (or the
Government’s convenience under the clause entitled 32249922, Termination for Conyenience ol the
Government (Fned-Price. Apnl 20120 The termination 15 ¢flective upon signature by the
Contracting O Ticer The contract shall be werminated a0 oo cost o the Government  The contractor
shall stop all work relating to contract DID-12-C-0033

Please achnowledge receipt of this notice as provaded below by July 10, 2005 18 vou have an

guestions coneernmg this matier please contact fERE-BINCT R |

Cuontractmg TITheeT
Office of Acyguisiion & Relocation Management

Acknowledeement Certilication:
Fhe undersigned achnowledges receipt of o signed copy of this nonee

Prnt Same and itle

Signatury e
Lnelosure
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AMENDMENT OF SOLICITATION/MODIFICATION
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SECTIONC DJD-12-C-0013

DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK
FOR
REMOTE CONTROL HOST BASED INTERCEPT SYSTEM SOFTWARE

Table of Contents
CABE OF OOMTEINTS i s e b osa b it iadi s A
BRI ECTEEIN A BENEIEAL . i bt s e b i i S s e S B P b A e b R e PR b L i M ki ms b r v s B

SHRSEETION CA Y BACKOR DN o o i i i e B b A o b e i e i
SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL
CUBSECTION CAI-SOOPE OFWOBRK (. i i e Sl il i

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS, DESIGN, CONFIGURATION, AND SCALABILITY ...ocoriemmimmmnsnee &

SUBSECTION C.B.1 SYSTEM OVERVIEW — RCS SYSTEM

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION ......cciiiisinimsimsinsiminisssansanannsnsan s sos sassnssansmssassns
SUBSECTION LB, 3 — DIRTABASE ..iiiiiiinmiuisisitos st searan i s anssst gt s sy iy uns s viraniors
SUBSECTION C.B.4 - SCALABILITY & CONFIGURATION = RCS ... it R et SR AN PR A B o B A L 5
SUBSECTION C.B.5S OPERATING SYSTEM FOR RCS SYSTEM .....oooiiiiimiimmimimssiisimssasnnssnssmsssssmssnssns sossssbasssssnsrans sasssnsrnass 6
SUBSECTION C.B.6 THIRD PARTY SOFTWARE ...ciivisisimncnsssiinsions isssnsssenssin vel ansts - paibassssanihisasisssssisitnsmisasreasiassssiins &
SUBSECTION C.B 7HARDWARE REQUIREMENTS — RES SYSTEM ...ciiiiniinnirirmnsssimnisissmasassnsssssssssssmsssnssssssisnsssssasssissss 6

SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE FOR RCS SYSTEM ....cocoivnminnsunsmssmmsnsmssmssssssssssnssssssssssses B

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET TRANSMISSIONS ..o B
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SUBSECTION C.A GENERAL

SUBSECTION C.A.1 BACKGROUND

A. The mission of the Drug Enforcement Administration is to enforce the controlled
substances laws and regulations of the United States and to bring to the criminal and civil
justice systems those organizations and/or individuals involved in the growing
manufacture, or distribution of controlled substances appearing in or destined for illicit
traffic in the United States and its territories. This requirement is for the acquisition of
Remote Control Host Based System (RCS) Intercept Sofiware and associated
components, support, service, and maintenance program for the Drug Enforcement
Administration (DEA). This point forward throughout this Statement of Work, the
Remote Control System Intercept System will be referred to as the RCS. This Statement
of Work (SOW) further defines the responsibilities, scope, services to be rendered, and
other applicable parameters of a comprehensive delivery, installation, technical support,
and maintenance program providing a wide range of services.

B. DEA continually modifies investigative techniques to match emerging technology trends.
A comparatively recent development is that narcotics traffickers are increasingly using
encrypted Internet Protocol (IP) traffic to communicate on either traditional personal
computers or on smartphones. Whether communicating via traditional data formats
(email, SMS texts) or using Voice over Internet Protocol (VOIP), seasoned traffickers
know that using encrypted IP often makes them largely immune to most conventional law
enforcement techniques. Complicating the matters is that many popular service providers
(i.e. Skype) are not based in the United States and are currently not subject to U.S. laws
which compel cooperation with legal authorities. More importantly, in most cases, the
encryption is performed on the end device(s) and is only decrypted on the receiving
device. Consequently, even if service providers wish to comply with legal authorities,
the encryption tools as currently deployed preclude the production of an evidentiary
product.

C. This requirement is for the acquisition of a host-based Remote Control System (RCS)
Intercept Software tool that can be deployed. Based on market research conducted by the
DEA Office of Investigative Technology (ST). The software is the [oX7HE |

[BXTHE)

SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL

A. The RCS[eiTiE
HEMTHED
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IDJIiFJiEI

SUBSECTION C.A.3 SCOPE OF WORK

A. The contractor shall provide the Drug Enforcement Administration (DEA) with fully
functioning RCS software as defined in this statement of work, including, but not limited to
all necessary software, licensing, warrantics, maintenance, technical support, software
upgrades, enhancements, and options, throughout the life of the contract. The initial RCS
installation will take place at DEA Lorton, Virginia. During the initial RCS installation the
Contractor shall provide a 5-day onsite RCS Training Session at DEA-Lorton. The initial
installation will be completed when the RCS software passes the Factory Acceptance Test
(FAT). The final RCS installation will take place in[P® ] During the final
RCS installation the Contractor shall provide a 5-day onsite RCS Training Session ata U.S.
Government-designated facility in[PI71E | Completion of the final installation
will be determined by successful Contractor performance on the Site Acceptance Test (SAT).

B. The contractor shall provide all necessary assistance to the government in the areas of
installation and troubleshooting for any or all of the equipment and software provided under
this contract to ensure the RCS system is fully functional.

C. Unless otherwise specified herein, all services and responsibilities provided for and to the
government by the Contractor under this Statement of Work shall be included in the price of
the contract. When the option for an associated system support, service, and maintenance
program is excrcised by the government, the first year of the Annual Fleet Service, Support
and Maintenance CLIN (AFSSMC) for this solicitation or for new/additional software
licenses or hardware subsequently added to it as an existing system shall be provided to the
government by the Contractor without additional charge (beyond costs incorporated into the
price for the software licenses and hardwarc themselves)..

D. The Contractor shall meet the minimally acceptable level of compliance with the Statement
of Work upon installation of their system. The minimally acceptable level of compliance is
defined as the conglomeration of those requirement elements, identified through application

of the word “shall,” which must immediately be available to the government from the
Contractor upon delivery of equipment or service.

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS, DESIGN,
CONFIGURATION, AND SCALABILITY

SUBSECTION C.B.1 SYSTEM OVERVIEW - RCS SYSTEM

A. The purchased system shall meet the definition of and the functional requirements as set
forth in Subsections C.A.2 and C.A.3.
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B. All physical components and materials shall be comprised of new, previously unused
equipment with no recycled, refurbished, or otherwise reused equipment being resident
on the system.

C. The RCS system should be configured [PX7E
BITIEN

D. The RCS Software shall be capable off®/7®
[ENTHE

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION

A. The RCS software shall[F¥7¥8 ]
HOK7HE)

B. The RCS software shall be [PX7HE)

F]i THE)

C. All users of the RCS System regardless of role (i.e., case agents, intelligence analysts,

supervisors, system administrators, etc.) shall[oXnE

BT IE)

D. If encryption authorization codes are required to operate any function within the system,
the Contractor shall make them open and accessible to government agency personnel,
providing all codes and keys to the government agency.

SUBSECTION C.B.J - DATABASE

The RCS software shall maintain collected data in a standard relational database which shall be
accessible, scalable, and capable future expansion.

SUBSECTION C.B.4 - SCALABILITY & CONFIGURATION - RCS

The RCS software shall be sufficiently robust and scalable to be able to support expansion of
target devices. The U.S. Government shall be responsible for all expansions on the system

hardware,
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SUBSECTION C.B.5 OPERATING SYSTEM FOR RCS 5YSTEM

The RCS software shall be built upon an underlying Commercial-off-the-Shelf (COTS)
operating system that is still supported by the manufacturer.

SUBSECTION C.B.6 THIRD PARTY SOFTWARE

The RCS software shall be compatible with a wide variety of commercially available operating
systems, including those set out in Subsection C.C.1 paragraph 5. The Contractor shall provide
full installation, maintenance, and upgrade support of the RCS software.

SUBSECTION C.B.7 HARDWARE REQUIREMENTS - RCS SYSTEM

The U.S. Government will supply the server hardware associated with the installation and
operation of the RCS software tool. The contractor shall provide any proprietary associated
hardware requirements.

SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE FOR RCS
SYSTEM

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET
TRANSMISSIONS

I. The RCS software should provide the[?'"® |

BIFHED

2. The RCS software shall at a minimum provide the ability to retrieve the following types

of data or information from a target PC:
DHE

As ol 10/10/2012 f

Page 67



SECTIONC DJD-12-C-0013

BHE
3. The RTS software shall provide the ability to retricve at a minimum the following types
of data or information from a target mobile communication device:
[OXTHE)

4. The RCS sofiware shall have to ability to be[*"®

EIEE]

5. The RCS host based or agent software shall have the ability to be installed remotely on a
target PC or mobile communication device running the following operating system or

software versions:
CGIE]

SUBSECTION C.C.2 EMERGING TECHNOLOGIES
The contractor should continually update the RCS software throughout the life of the contract to

maintain compatibility with new technologies, innovations, or forms of communications
emerging in the realm of telecommunications.

SUBSECTION C.D REPORTS

RCS shall have the ability to generate, retain, and query selectable reports on the intercepted
data.
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SUBSECTION C.E SYSTEM ADMINISTRATION

The system should provide System Administration Tools to aid in the administration of the
system,

SUBSECTION C.F - NON-AUDITORY AND IP COMMUNICATIONS

SUBSECTION C.F.1 SMS/TEXT MESSAGING

The system should be able tofP7E
[OMTHED

SUBSECTION C.F.2 MMS/PHOTOS/VIDEO FILE TRANSMISSION

The system should be able tofPXHE
[ONTHED

SUBSECTION C.F.3 DATA AND INTERNET PROTOCOL (IP) COLLECTION

A. The system 5ha1lf"“’“5 |
BHE

B. The system shall[P"® |

[b]i’ WES

SUBSECTION C.G MISCELLANEOUS

SUBSECTION C.G.1 INDEMNIFICATION

A. The contractor agrees to defend and indemnify the government agency (including,
without limitation, its officers, officials, employees, contract employees, other agency
employees, and agents and its assigns and successors) and hold them harmless from any
and all damages (including punitive damages), losses or expenses (including without
limitation, court costs, arbitration fees, penalties, fines, amounts paid in settlement of
claims and reasonable legal fees and expenses of investigation) that it may incur, suffer,
or become liable for as a result of, or in connection with, any claim asserted or threatened
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against them by a third party for property damage or loss or personal injury or death
based on the negligence or willful misconduct of the contractor, its officers, officials,
employees, and agents in providing services under this agreement.

B. The contractor warrants that the RCS software and services it provides will not infringe
the intellectual property rights of any third party. The contractor agrees to indemnify the
government agency against any and all claims and associated costs arising out of the
contractor's infringement or alleged infringement of intellectual property rights of third
partics. [f such a claim is made or appears likely to be made, the contractor will, at its
sole cost and expense, arrange for the government agency to continue to use the affected
component of the contractor’s equipment or to modify or replace same.

SUBSECTION C.G.2 CONFIDENTIALITY/SECURITY ISSUES

A. The Contractor and its agents or employees shall maintain the confidentiality of the
government agency's affairs and shall not disclose or disseminate to any third party the
identification of government agency personnel, locations, and hardware or sofiware
configurations, or any other information regarding the government agency or its facilities
obtained through access to the government agency offices or its personnel.

B. The Contractor and its agents or employees shall demonstrate no undue influence exerted
upon them by any foreign government, especially those foreign governments in a hostile
relationship with the United States of America or its allies, any security risks posed by
hostile foreign nationals, or conflicting interests with the United States government
and/or its foreign policy.

C. In the course of performing normal service, support, and maintenance upon the RCS
system purchased under this contract, contractor personnel may unavoidably gain access
to collected sensitive evidence and intelligence obtained in the government agency’s
execution of criminal investigations. The Contractor its agents and employees shall
operate under the following guidelines in regards to this sensitive evidence and
intelligence:

1) The Contractor its agents and employees shall self-limit their exposure to such
evidence and information as much as is reasonable and practical while still
performing their contractual obligations.

2) The Contractor its agents and employees shall handle any content of such
evidence and information to which they are unable to avoid exposure with
complete confidentiality and appropriate discretion.

3) The Contractor its agents and employees shall not disclose any content of
evidence and evidence pertaining to the government agency’s execution of
criminal investigations, the fact of such investigation, or the request for assistance
to any person other than those of its agents and employees who require this
information to accomplish the services under this contract.
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4) The Contractor its agents and employees assigned to this contract shall be advised
by the contractor that mishandling and inappropriate dissemination of such
evidence and information could result in criminal charges filed against involved
contractor personnel or the contractor.

D. All contractor personnel supporting this procurement are entrusted with a certain level of
trust due to the nature of DEA’s mission. The Government expects the Vendor will
employ persons of integrity and trustworthiness. To ensure this, DEA reserves the right
to conduct background screening or a full background investigation on all employees if
need arises. While the majority of work will be performed outside of DEA, all
contractors must be escorted if entering a DEA facility. DEA reserves the right to modify
the security requirements found in this contract at any time.

SUBSECTION C.G.3 PROCEDURES FOR POST-AWARD ACTIONS

A. The following schedule shall be initiated for commencement of work upon the
government’s notice to proceed.

B. After a contractor is awarded, the contractor shall provide the government with all
necessary and pertinent information concerning the site infrastructure requirements of
hosting their system. All information will be provided to the COR within five business
days of contract award.

C. Installation of the RCS System shall be scheduled to occur no later than sixty (60) days
after award, unless scheduled difTerently by request/agreement of the government.

SUBSECTION C.H JUDICIAL PROCEDURE PRESENTATIONS OF
ORIGINAL EVIDENCE AND JUDICIAL CHALLENGES

A. Upon COR request, the Contractor shall provide all engineering equipment, and technical
support necessary to present in court proceedings the original evidence collected on any
equipment provided by the contractor. Court proceeding may take place at an overseas
location.

B. Upon COR request, the Contractor shall provide the government with a hardware and/or
software solution which allows intelligible, clear, timely, and accurate presentation of the
original evidence to at a minimum the following persons simultaneously: the judge(s),.
the jury, the prosecutor(s), the lead investigator(s), the defense attorney(s), and the
defendant(s).

C. Hardware components shall be portable. The definition of “portable™ in this subsection
shall mean one complete unit able to be handled by an average one-man lift and weighing
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no more than 50 pounds, including any speakers but not including any headphones
necessary to the broadcast of audio evidence.

D. Systems changes over time due to advances in technology and/or standards, the
presentation solution(s) developed by the contractor shall maintain the ability to present
prior versions of original evidence.

E. Ifthe contractor’s equipment is challenged in any local court proceedings on issues
including, but not limited 1o, collection methodology, accuracy, reliability, integrity, or
other function which calls into question the acceptability of original evidence collected
on their equipment, the contractor shall provide expert testimony to defend the integrity
of such original evidence as required by the court. The testimony shall be provided by
qualified and technically competent personnel who at a minimum maich the requirements
of an Engineer, Senior IT Software Specialist. Testimony should be provided at no
additional cost to the government other than the distribution to the contractor and/or
testifying personnel of any customary witness fees or reimbursements provided by the
court or prosecutor’s office, or if travel is necessary and authorized by the designated
COR, reimbursement by the Government, will be at the current rates in accordance with
the Federal Travel Regulations (FTR) upon prior approval of the COR. (See section G.3
“Travel Requirements™ for further details).

F. Any hardware or software components required for use by the Contractor to support

Subsection C.1. {A-G) should be provided to the Government at no additional cost.

SUBSECTION C. WARRANTY AND SUPPORT

SUBSECTION C.1.1 WARRANTY AND SUPPORT OVERVIEW

A. The Contractor shall warrant the operation of all of the RCS Software associated with the
RCS system for the life of the contract.

B. During the period of warranty, the contractor is responsible for the expeditious shipping
of any software items for repair or replacement from and to the present government
location of the equipment or designated government warehousing location to the
contractor’s service location(s).

C. The contractor shall provide maintenance for software.

SUBSECTION C.1.2 LABOR CATEGORIES

The Contractor shall provide all levels of engineering services required to deploy and install the
RCS system.
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SUBSECTION C.L3 TRAINING

DEA expects the contractor to provide personnel with the required skills to support the
requirements identified in the contract. This includes the skills required to operate in the DEA
IT environment. However, if contractor training is required for hardware, software, tools or
services not identified in the contract, DEA will fund either the training cost or the contractor's
time for training, whichever is most beneficial to the government. DEA will fund time for
training if training is DEA specific (e.g.{"1"E |
etc.). If additional contractor training is identified during the contract that would be beneficial to
the government, DEA will negotiate the funding with the contractor. All proposed training
request shall be reviewed and approved in advance by the DEA.

A. The Contractor shall provide training that coincides with both the initial installation in
Lorton, VA and the final installation infP@®E nd that meets the objectives
defined in the RCS system manuals or explicitly defined by COR, and ensures the
resources used (cost, time and method) are at the best value (cost) to the Government in
lieu of “effective and efficient training.”

B. The Contractor shall provide all equipment, and documentation for the training courses of
instruction in English.

C. The RCS Training Sessions shall be conducted at DEA Lorton, Virginia and at a U.S.
Government designated facility in[PX"® _| The training sessions should be
provided to up to ten (10) attendees over a period of five (5) days.

D. The Government anticipates that the training course shall consist of approximately ten

(10) people.

E. Any expenses related to the training course shall be provided by the Contractor. Travel
costs for the[®_Jtraining session shall be billed at cost and are not to exceed
$6000.00.

SUBSECTION C.1.4 ANNUAL MAINTENANCE AND SUPPORT OVERVIEW

A. An Annual Maintenance and Support CLIN shall be made available to the government
for the RCS System. The components of this Annual Maintenance and Support are
defined throughout Subsections C.1.4 though C.1.7, inclusive.

B. The specific contract provisions and elements negotiated and agreed to herein between
the Contractor and the government shall succeed any prior or existing service contract for
the RCS System unless the option is not exercised by the government.

C. As noted elsewhere, the first year of the Annual Maintenance and Support CLIN for the
RCS System or for new additional software licenses added to the existing site in a
subsequent expansion of the system shall be provided to the government by the
Contractor without additional cost commencing immediately after satisfactory
completion of installation and acceptance by the government if so exercised as an option
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by the government. The Contractor shall offer to the government the option to renew the
Annual Maintenance and Support for the RCS System or for new/additional software
licenses added to the existing site in a subsequent expansion of the system each following
subsequent year throughout the life of the contract according to pricing schedules
mutually agreed upon between the Contractor and the government under this contract.

Once applicable to the RCS Systems for the particular Contractor, this agreement shall be
available to be purchased by the federal agency on an annual basis cach Fiscal Year and
will cover the system during that vear.

The Contractor shall offer to the government the “option™ to increase in size of the
system and/or additional licenses to the existing site in a subsequent expansion of the
system following each subsequent year throughout the life of the contract according to
the pricing schedules mutually agreed upon between the Contractor and the Government

SUBSECTION C.1.5- HELP DESK/TELEPHONE SUPPORT

A. The Contractor shall provide the availability of their support personnel via electronic

2

communications or telephone 24 hours a day, 7 days a week, for every week of the year.

The Government should gain personal contact with support personnel within 20 minutes

of their initial attempt at least 95% of the time.

The Contractor should provide Spanish speaking support.

SUBSECTION C.1.6 SOFTWARE SUPPORT

A. The contractor should continually maintain and update the RCS software in order to keep

pace with court mandates, changes and/or advances in technology and internet protocol
standards, and as requested to address the operational needs of the DEA. The contractor
should update their software to keep pace with the introduction of new published
telecommunication standards for legal requirements for wire line, wireless, and packet
communication, which includes Voice over IP (VoIP), SMS, and related communication
technologies, including Internet Protocols such as MMS. The contractor’s engineers
should research and promptly respond to trouble reports from their customers and strive
to locate and repair defects in software. As appropriate, the contractor should produce
new software releases and minor corrective patches to repair specific operational issues
or defects.

The contractor should regularly consult with, seek input from, and prioritize in
coordination with COR regarding the development of new software versions, upgrades,
and patches resulting in any new features, enhancements, or other product changes. The
contractor should formally notify the COR by electronic communications in writing of all
proposed changes to software and hardware configurations which could impact the Law
Enforcement Monitoring Facility (LEMF) systems or operations via telephone or email
communication. The contractor should not institute any product changes which conflict
with the basic or priority requirements of a lawful intercept.
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The contractor shall ensure that all technical and engineering personnel assigned to work
on this contract possess an appropriate level of competency, training, education,
experience, and engineering skill commensurate with the level of assignments delegated
to them. They shall possess the necessary in-depth knowledge of the RCS System
(hardware and software) and lawful intercept procedures applicable to their assignment.

The contractor should maintain separate, controlled versions of software and data for the
government, so that the contractor and the COR can mutually agree on any changes that
impact system operators or users. The contractor should have a formally documented
configuration management process to execute and maintain software versions.

The contractor shall coordinate the delivery of software updates and patches to the RCS
system with the COR or other authorized personnel, so as to minimize operational impact
and expedite improvements where the need is greatest. Patches and relcases shall be
included at no additional cost to the government through this support program. The
contractor should endeavor to install custom updates in concert with other routine
software updates to minimize system downtime or other operational impact.

The contractor should provide at no additional cost to the government under this contract
general engineering consultation directly related to their systems including such activities
as:
o assistance to the federal agency for the planning of system upgrade or expansion
activities;
o aid in defining needed software or hardware customizations or other needed
changes; and
o analysis of special situations or performance issues impacting operations.

During all on-site activities, all reasonable effort should be made by the contractor to
minimize system down time. Tasks should be performed off-hours if deemed necessary
by COR or COR assigned personnel at no additional cost to the government under this
contract.

Any Third Party sofiware and licensing that was originally supplied by the contractor,
and/or that is required to maintain the functionality of the system, should continue to be
the responsibility of the contractor throughout the period of this contract.

SUBSECTION C.L.7 UPGRADE/SOFTWARE/PATCH RELEASE OR HARDWARE
CONFIGURATION CHANGE PROCEDURES

A.

Prior to any upgrade/sofiware/patch release, the contractor shall notify the COR of any
new system hardware or configuration requirements prior to installation. The contractor
shall provide formal notification via telephone or email communication to COR if any
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hardware deficiencies are detected, a plan of action to resolve the deficiency, and a
schedule for approval by COR recommending an appropriate course of action to result in
the eventual installation of the needed upgrade/software/patch release.

B. All upgrades/software/patch releases or hardware configuration changes developed by the
contractor shall be thoroughly and comprehensively tested and validated by the
contractor. The testing process should incorporate adequate simulation of “real world™
environments and permutations of multiple scenarios commonly and infrequently
occurring during field usage. Simulations should mimic the heavy workloads
encountered on site by the system. The contractor should document all test results and
processes for the COR. The contractor should develop and propose suitable testing
processes; however, determination of the levels of achievable comprehensiveness,
thoroughness, and nature of testing processes and reporting should be to the satisfaction
of the local federal agency.

C. After completion of the development and testing of all upgrades/software/patch releases
or hardware configuration changes at the contractor’s facility, all pertinent software
upgrade or hardware configuration documentation should at the same time be supplied to
the COR for full review. Deployment/installation instructions and procedures shall be
provided to the COR. The contractor should recommend a format and process for a
factory acceplance test to the COR, and should make changes and adjustments in
accordance with the wishes of the COR. Only afier the COR have completed their own
independent review of the release, should final release approval be granted to the
contractor and installation executed on the operational field system.

D. All upgrades/software releases/corrective patches and hardware configuration changes
should be accompanied by providing the COR with the following:

o Updated versions of manuals and guides provided for elsewhere in this statement
of work as applicable.

o A summary report highlighting changes to software; areas of the system changed
or impacted; corrected software defects; requirements/conditions for installation;
any new procedures or changes in existing procedures which will be followed in
normal usage:; all appropriate release notes; command or operations changes.

o Pertinent contractor contact information in the event of failure of the new
software or hardware.

o Detailed software and/or hardware installation and protocols.

Back-out plan and protocols in case of installation failure/disaster.

o A CD-ROM or DVD containing the contractor’s current software release for each
upgraded system component (including all subsystems and workstations).
Included will be Operating System Software, any appropriate 3" party software,
and recovery software.

o Any third party hardware manuals or documentation as applicable.

o

E. The contractor shall provide ongoing technical support necessary to accomplish software
upgrades and an upgrade procedure for site personnel.
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F. The contractor shall support all current and prior RCS software versions operating on the
system hardware.

G. If any Upgrade/Software Release/Patch Release/Hardware Configuration Change
Procedure requires the shutdown or reboot of system components, the procedure should
be coordinated with COR, subject to approval as to timing.

H. Based on the amount of software changes or new features present in new software, the
contractor shall provide an appropriate amount of training to field personnel to the
satisfaction of COR, which could entail detailed training materials, online help, how-to
documents, training videos, or onsite instruction.

SUBSECTION C.K PROGRAM MANAGEMENT

SUBSECTION C.K.1 PROGRAM MANAGER

A. The contractor shall assign a responsible program manager who will act as primary
liaison for the program with the COR. COR receives all reporting requirements, provides
general oversight of any maintenance activity, and will periodically review overall
program progress and customer satisfaction.

B. The Program Manager’s responsibilities shall include, but not be limited to the following
areas:

1) Ensure the COR receives all reporting requirements and other needed information
provided for in this statement of work in a timely manner;

2) Ensure the COR is satisfied with the contractor’s product and service
performance.

3) Ensure all aspects of the Annual Fleet Service, Support and Maintenance
(AFSSMC) are being fully, efficiently, and properly executed.

4) Track all changes, enhancements, and customizations requested by the COR

5) Maintain a regular and ongoing dialogue with the COR to ensure smooth and
effective communication providing for the timely resolution of problems and
other issues of concern;

6) Ensure the COR receives all pertinent system information, including information
described in Subsection C.L.7 in a timely manner;

7} Develop action plans in conjunction with the COR to address any operational
issues;

8) Possess authority to commit the contractor to specific courses of action required
by the COR to represent the contractor on contractual matters, which arise
beyond the scope covered by this statement of work or the contract;

9) Development of site-specific operational improvement plans;

10) Provide oversight on all critical and large project initiatives affecting this
program.

As of 10/10/2012 16
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SUBSECTION C.K.2 REGULAR MEETINGS

A. Meetings should be conducted via telephone on a monthly basis unless canceled or
rescheduled by mutual agreement between the contractor and the COR. The focus of
these routine meetings will include the following elements of the program:

1. Status of proposed changes, enhancements, and features under development;

Program performance;

Future scheduling and planning;

Setting of short and long term priorities;

Review of outstanding and new software issues, defects, degradations, etc.

reported in the field or during laboratory testing;

Prioritization of issues and software bugs;

Address urgent operational software changes and/or repairs;

Deficiencies in the support program;

Development of software upgrades/new releases/patches;

ID Contractor and government program conflicts;

11. Miscellancous Program [ssues.

il

© 2N

SUBSECTION C.L REPORTING REQUIREMENTS

SUBSECTION C.L.1 REPORTING REQUIREMENTS - GENERAL

A. The contractor shall be responsible for developing, updating, and maintaining any
databases necessary to provide the reporting, manuals, guides, documentation, and other
information required by the COR under this statement of work.

SUBSECTION C.L.2 MANUALS/GUIDES

A. The contractor shall provide system operational guides, training guides and other manuals
as necessary in order to enable the software provided under the contract to be fully
utilized operationally. These manuals and guides shall be provided to the users at the
time the system is installed. Copies of the manuals, guides, and system drawings shall be
provided to the COR prior to the deployment of any equipment. Electronic versions shall
be substituted for hard copies unless hard copies are specifically requested by the
recipient. All guides and manuals shall be provided in English.

B. The contractor shall be responsible for developing, maintaining, appending, updating, and
providing current version copies of system operational guides, training guides, and other
manuals to the COR and the following reference materials pertaining to the RCS product.
This requirement will remain in effect for initial system installation. All documentation
shall be updated for each new version of software, or otherwise as needed or requested by
the COR.

As of 10/10/2012 17
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GLOSSARY FOR SECTION C -STATEMENT OF WORK

CLIN - Contract Line Item Number
CMCB - Configuration Management Control Board

Contractor, the - the business entity whose products and services are being purchased under this
statement of work; used interchangeably with “the contractor”

DEA - United States Drug Enforcement Administration

COR — Contracting Officer Representative from the Office of Investigative Technology, United
States Drug Enforcement Administration. Other authorized government personnel shall be
designated only by a COR.

Department of Justice — the United States Department of Justice
DO.J - the United States Department of Justice

FAR - Federal Acquisition Regulation

Government, the — the United States Federal Government
MMS = Multimedia Messaging Service

Program Manager — the contractor’s primary liaison for the RCS program with the federal
agency

Shall — utilized throughout this statement of work to designate a requirement element which must
immediately be available to the government from the contractor upon delivery of equipment or
service in order for the contractor to achieve the minimally acceptable level of compliance with
the SOW. When applied to the RCS system requirements, “shall” indicates the requirement
element is immediately deliverable upon completion of the system installation. When applied to
the optional-to-the-government comprehensive engineering support, development, and
maintenance program, “shall” indicates the mandatory elements of the program which the
contractor must provide to the government when the option has been exercised by the
government, the costs of which are included and not additional to the cost of the comprehensive
engineering support, development, and maintenance program.

Should - utilized throughout this statement of work to designate a requirement element which
does not need to be available to the government from the contractor upon initial delivery of
equipment or service in order for the contractor to achieve the minimal compliance with the
SOW, but which the contractor may develop or achieve over the course of the contract at no
additional cost to the government.

SMS - Short Message Service

Asof 10/10/2012 18
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Price Quote

CICON
USAH

lmtenlmn: rtr:iﬂ:.{b}{?}{m.{nmm Project Title: RACS
Title: SAC Project HT RCS Special Package
Description:
|Company Name:  DEA-STII P.O. Number: -
|Address: Invoice Number: -
‘City, State Zip Lorton, VA Quote: 20110122202
Code: _ _
|Date: 12/22/11 Term: -
Product Description Quantity Unit Price Cost
Code
1 CURS-FE- Front-End SW License 1
HS
2 CURS-LR- Back-End SW License 1
HS
Operators Console Up to 15
3 CURS-ADM Admin 2
4 CURS-TEC Tech 3
5 CURS-VW Log Viewer License 10
6 CURS-TRG Targets Up to 25
7 CURS-WIN PC Windows Platform (XP/Vista/

7-32&64 bit)

8 CURS-MAC MacQSs Platform

8 CURS-WM windows Maobile Platform (WM6-
WME6.5)

10 CURS-IPH iPhone Platform

11 CURS-5YM Symbian Platform

12 CURS-BB Blackberry Platform

13 CURS-ADR Android Platform

14 CURS-PR  Anonymizer SW License 2

b

15 CURS-IPS Injection Proxy SW License

16 CURS-RMI RMI (Remote Mobile Infection) SW 1
License

17 CURS-ALM Alerting Module ¥

Continued on Page 2

Cicom USA LLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-7471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHNB
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| Attention: f“"‘g’-{”]'[?“c?-“"iml | Project Title: RCS
Title: SAC Project HT RCS Special Package
Description:
Company Name: DEA-STII P.O. Number: -
Address: Invoice Number: -
City, State Zip Lorton, VA Quote: 20110122202
Code:
|Date: 12/22/11 Term:
Product Description Quantity Unit Price Cost
Code

16 CURS-TR  RCS Training Sessions
Installation & Operations: 3-day at 1
Customer Premise
Advanced: S5-day at HT Headquarters 1
Advance infection technigues with
RCS
In-depth hands on exercise
Source code inspection
19 CURS-EXP Exploit Portal Full Access (Zero-Day 1 years
level)
On the fly injection into downloaded
applications/update
Webpage code injection during
browsing
Embed RCS into common file formats
(Zero-day exploit)
20 CURS- Maintenance 1 years
MAINT
RCS Software Update (bug fixing,
software enhancements)
Dedicated Support through Web
Ticketing System
Third Party Maintenance managed by
HT support through official vendor
channel

(i)

All included total cost one time deal only

NOTE: Contract will be billed on delivery of software CDs and dongles. Client is
responsible for hardware. Installation and training will be arranged with client's
availability. Client is responsible for their travel and lodging at HT headquarters.

Quote valid for 90 days from date issued.

1997 Annapalis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403
DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHNS

Cicom USA LLC,
443-949-T470
443-949-7471 Fax
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SECTION C

DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK
FOR
REMOTE CONTROL SYSTEM INTERCEPT SOFTWARE
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SUBSECTION C.A GENERAL

SUBSECTION C.A.1 BACKGROUND

A. The mission of the Drug Enforcement Administration is to enforce the controlled
substances laws and regulations of the United States and to bring to the criminal
and civil justice systems those organizations and/or individuals involved in the
growing manufacture, or distribution of controlled substances appearing in or
destined for illicit traffic in the United States and its territories. This requirement
is for the acquisition of Remote Control System (RCS) Intercept Software and
associated components, support, service, and maintenance program for the Drug
Enforcement Administration (DEA). This point forward throughout this
Statement of Work, the Remote Control System Intercept System will be referred
to as the RCS. This Statement of Work (SOW) further defines the responsibilities,
scope, services to be rendered, and other applicable parameters of a
comprehensive delivery, installation, technical support, and maintenance program
providing a wide range of services.

B. DEA continually modifies investigative techniques to match emerging technology
trends. A comparatively recent development is that narcotics traffickers are
increasingly using encrypted Internet Protocol (IP) traffic to communicate on
either traditional personal computers or on smartphones. Whether communicating
via traditional data formats (email, SMS texts) or using Voice over Internet
Protocol (VOIP), seasoned traffickers know that using encrypted [P often makes
them largely immune to most conventional law enforcement techniques.

Section C: 2
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Complicating the matters is that many popular service providers (i.e. Skype) are
not based in the United States and are currently not subject to US laws which
compel cooperation with legal authorities. More importantly, in most cases, the
encryption is performed on the end device(s) and is only decrypted on the
receiving device. Consequently, even if service providers wish to comply with
legal authorities, the encryption tools as currently deployed preclude the
production of an evidentiary product.

C. This requirement is for the acquisition of a judicial host-based Remote Control
System (RCS) Intercept Software tool. Based on market research conducted by
the DEA Office of Investigative Technology (ST). The software is the | '

(B)THE)

SUBSECTION C.A.2 DEFINITION OF RCS INTERCEPT SOFTWARE TOOL

A. The RCS

(bNTHE)

SUBSECTION C.A.3 SCOPE OF WORK

A.

The contractor shall provide the Drug Enforcement Administration (DEA) will fully
functioning RCS software as defined in this statement of work, including, but not
limited to all necessary software, licensing, warranties, maintenance, technical
support, software upgrades, enhancements, and options, throughout the life of the
contract. The contractor will also provide a three day training session at the time of
installation of the RCS.

The contractor shall provide assistance to the government in the arcas of installation
and troubleshooting for any or all of the equipment and software provided under this
contract,

Unless otherwise specified, all services and responsibilities provided for and to the
government by the Contractor under this Statement of Work shall be included in the
price of the contract. When the option for an associated system support, service, and
maintenance program is exercised by the government, the first year of the Annual
Fleet Service, Support and Maintenance CLIN (AFSSMC) for this solicitation or for
new/additional software licenses or hardware subsequently added to it as an existing
system shall be provided to the government by the Contractor without additional
charge (beyond costs incorporated into the price for the software licenses and

Section C: 3
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hardware themselves) commencing immediately after satisfactory completion of
installation and acceptance by the government.

D. The Contractor shall meet the minimally acceptable level of compliance with the
Statement of Work upon installation of their system. The minimally acceptable level
of compliance is defined as the conglomeration of those requirement elements,
identified through application of the word “shall,” which must immediately be
available to the government from the Contractor upon delivery of equipment or
service.

SUBSECTION C.B GENERAL SYSTEM REQUIREMENTS,
DESIGN, CONFIGURATION, AND SCALABILITY

SUBSECTION C.B.1 SYSTEM OVERVIEW - RCS SYSTEM

A. The purchased system shall meet the definition of and the functional requirements
as set forth in Subsections C.A.2 and C.A.3.

B. All physical components and materials shall be comprised of new, previously
unused equipment with no recycled, refurbished, or otherwise reused equipment
being resident on the system.

C. The RCS system shall be configured |
(BHT)E)

D. The RCS Software shall be capable of, ]'
({L)(THE)

SUBSECTION C.B.2 RCS SECURITY & ENCRYPTION

A. The RCS software shall

(bUTHE)

B. The RCS software shall be

(BHTHE)

C. All users of the RCS System regardless of role (i.c., case agents, intelligence

analvsts, supervisors, system administrators, etc.) shall |
{D)THE)
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rmr}uz}

D. If encryption authorization codes are required to operate any function within the
system, the Contractor shall make them open and accessible to government
agency personnel, providing all codes and keys to the government agency.

SUBSECTION C.B.3 - DATABASE

A. The RCS software shall maintain collected data in a standard relational database
which shall be accessible, scalable, and capable future expansion.

SUBSECTION C.B.4 - SCALABILITY & CONFIGURATION - RCS

A. The RCS software shall be sufficiently robust and scalable to be able to support
expansion of target devices. The U.S, Government shall be responsible for all
expansions on the system hardware.

SUBSECTION C.B.5S OPERATING SYSTEM FOR RCS SYSTEM

A. The RCS software shall be built upon an underlying Commerial-off-the-Shelf
(COTS) operating system that is still supported by the manufacturer.

SUBSECTION C.B.6 THIRD PARTY SOFTWARE

A. The RCS software shall be compatible with a wide variety of commercially
available operating systems. The Contractor shall provide full engineering support
of the RCS software.

SUBSECTION C.B.7 HARDWARE REQUIREMENTS -~ RCS SYSTEM

A. The U.S. Government will supply the server hardware associated with the
installation and operation of the RCS software tool. The contractor will provide
any proprietary associated hardware requirements.

Section C: 5
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SUBSECTION C.C RCS CAPABILITIES AND PERFORMANCE
FOR RCS SYSTEM

SUBSECTION C.C.1 COLLECTION CAPABILITIES AND TYPES OF TARGET
TRANSMISSIONS

|. The RCS software should provide the|
{BMTHE)

2 The RCS software shall at a minimum provide the ability to retrieve the following
types of data or information from a target PC:

[ENTHE)

3. The RCS software shall provide the ability to retrieve at a minimum the following
types of data or information from a target smartphone:
fo)(7XE)

4. The RCS software shall have to ability)
{BYTHE)
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5. The RCS host based or agent software shall have to ability to be installed
remotely on a target PC or smartphone running the following operating system or
software versions:

[('nmﬁr

SUBSECTION C.C.2 EMERGING TECHNOLOGIES

A. The contractor shall continually update their product throughout the life of the
contract to maintain compatibility with any new technologies, innovations, or
forms of communications emerging in the realm of telecommunications.

SUBSECTION C.D REPORTS

A. RCS shall have the ability to generate, retain, and query selectable reports on the
intercepted data.

SUBSECTION C.E SYSTEM ADMINISTRATION

A. The system should provide for a variety of System Administration Tools to aid in
the administration of the system.

SUBSECTION C.F NON-AUDITORY AND IP COMMUNICATIONS
SUBSECTION C.F.1 SMS/TEXT MESSAGING

A. The system shall be able tof

{b)THE)

SUBSECTION C.F.2 MMS/PIHOTOS/VIDEO FILE TRANSMISSION
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{BHTNE)

SUBSECTION C.F.3 POST CUT THROUGH DIALED DIGITS (PCTDD)

A

The system should be able tof

(B)THE)

SUBSECTION C.F.4 DATA AND INTERNET PROTOCOL (1P) COLLECTION

A.

The system sha]ll,

=

(BHTHE)

The system shall}

{(b)THE)

SUBSECTION C.G MISCELLANEOUS

SUBSECTION C.G.1 INDEMNIFICATION

A. The contractor agrees to defend and indemnify the government agency (including,

without limitation, its officers, officials, employees, contract employees, other
agency employees, and agents and its assigns and successors) and hold them
harmless from any and all damages (including punitive damages), losses or
expenses (including without limitation, court costs, arbitration fees, penalties,
fines, amounts paid in scttlement of claims and reasonable legal fees and expenses
of investigation) that it may incur, suffer, or become liable for as a result of, or in
connection with, any claim asserted or threatened against them by a third panty for
property damage or loss or personal injury or death based on the negligence or
willful misconduct of the contractor, its officers, officials, employees, and agents
in providing services under this agreement.

The contractor warrants that the services it provides will not infringe the
intellectual property rights of any third party. The contractor agrees to indemnify

the government agency against any and all claims and associated costs arising out
of the contractor’s infringement or alleged infringement of intellectual property

Section C: 8
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rights of third parties. If such a claim is made or appears likely to be made, the
contractor will, at its sole cost and expense, arrange for the government agency to
continue to use the affected component of the contractor’s equipment or to modify
or replace same.

SUBSECTION C.G.2 CONFIDENTIALITY/SECURITY ISSUES

A. Contractor personnel shall maintain the confidentiality of the government
agency's affairs and shall not disclose or disseminate to any third party the
identification of government agency personnel, locations, and hardware or
software configurations, or any other information regarding the government
agency or its facilities obtained through access to the government agency offices
or its personnel.

B. Contractor personnel shall demonstrate no undue influence exerted upon them by
any foreign government, especially those foreign governments in a hostile
relationship with the United States of America or its allies, any security risks
posed by hostile foreign nationals, or conflicting interests with the United States
government and/or its foreign policy.

C. In the course of performing normal service, support, and maintenance upon the
systems purchased under this contract, contractor personnel will most likely
unavoidably gain access to collected sensitive evidence and intelligence obtained
in the government agency's execution of criminal investigations. Contractor
personnel shall operate under the following guidelines in regards to this sensitive
evidence and intelligence:

1) Contractor personnel shall self-limit their exposure to such evidence and
information as much as is reasonable and practical while still performing
their contractual obligations.

2) Contractor personnel shall handle any content of such evidence and
information to which they are unable to avoid exposure with complete
confidentiality and appropriate discretion.

3) Contractor personnel assigned to this contract shall be advised by the
contractor that mishandling and inappropriate dissemination of such
evidence and information could result in criminal charges filed against
involved contractor personnel or the contractor.

SUBSECTION C.G.3 PROCEDURES FOR POST-AWARD ACTIONS

A. The fallowing schedule shall be initiated for commencement of work upon the
government’s notice to proceed.

B. After a contractor is awarded, the contractor shall provide the government with all
pertinent information concerning the site infrastructure requirements of hosting
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their system. All information will be provided COTR/TM within five business
days of award.

Installation of the RCS System shall be scheduled to occur no later than sixty (60)
days after award, unless scheduled differently by request/agreement of the
government.

Selectable by the COTR/TM, the RCS Advanced Training Course shall be
conducted at a U.S. Government designated facility. The training session shall be
provided to up to ten (10) attendees over a period of three (3) days.

SUBSECTION C.H JUDICIAL PROCEDURE PRESENTATIONS OF
ORIGINAL EVIDENCE AND JUDICIAL CHALLENGES

A.

Upon COTR/TM request, the Contractor shall provide all engineering and
equipment support necessary to assist with presentation in court proceedings of
original evidence collected on any equipment provided by the contractor.

Upon COTR/TM request, the Contractor shall provide the government with a
hardware and/or software solution which allows clear, timely, and accurate
presentation of the original evidence to at a minimum the following persons
simultaneously: the judge(s),, the jury, the prosecutor(s), the lead investigator(s),
the defense attorney(s), and the defendant(s).

Upon COTR/TM request, the Contractor shall either itself maintain hardware for
court presentation for periodic loan to the government on demand; or provide the
government with pricing for the purchase of such hardware by the government; or
provide the government software for running on hardware of the government’s
choosing provided such hardware is easily accessible to the government and is
installable on hardware meeting all other requirements defined in this section.

Hardware components shall be portable. The definition of “portable” in this
subsection shall mean one complete unit able to be handled by an average one-
man lift and weighing no more than 50 pounds, including any speakers but not
including any headphones necessary to the broadcast of audio evidence.

Upon COTR/TM request, the contractor shall provide presentation solutions for
all types of original evidence collected on its equipment. Where applicable, the
presentation solution should provide for audio broadcasts, and/or graphic viewing,
and/or multi-media viewing. Where applicable, hardware solutions should
provide for easily accessible interface with courtroom projection devices, speaker
devices, monitor devices, and headphone devices.
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F. Systems changes over time due to advances in technology and/or standards, the
presentation solution(s) developed by the contractor shall maintain the ability to
present prior versions of original evidence.

G. If the contractor’s equipment is challenged in any local court proceedings on
issues including, but not limited to, collection methodology, accuracy, reliability,
integrity, or other function which calls into question the acceptability of original
evidence collected on their equipment, the contractor shall provide expert
testimony to defend the integrity of such original evidence as required by the
court. The testimony shall be provided by qualified and technically competent
personnel who at a minimum match the requirements of an Engineer, Senior IT
Software Specialist, as defined below in Subsection C.J.2 Labor Categories.
Testimony shall be provided at no additional cost to the government other than
the distribution to the contractor and/or testifying personnel of any customary
witness fees or reimbursements provided by the court or prosecutor’s office, or if
travel is reimbursed by the Government, such reimbursement will be at the
current rates in the Federal Travel Regulations (FTR) upon prior approval of the
COTR/TM.

H. Any hardware or software components required for use by the Contractor to
support Subsection C.1. (A-G) will be provided to the Government at no
additional cost.

SUBSECTION C.I WARRANTY AND SUPPORT

SUBSECTION C.I.1 WARRANTY AND SUPPORT OVERVIEW

A. The Contractor shall warrant the operation of all of the RCS Software associated
with the RCS system for the life of the contract.

B. During the period of warranty, the contractor is responsible for the expeditious
shipping of any software items for repair or replacement from and to the present
government location of the equipment or designated government warehousing
location to the contractor’s service location(s).

C. The contractor shall provide maintenance for sofiware.

SUBSECTION C.1.2 LABOR CATEGORIES

A. The Contractor shall provide all levels of engineering services. These services
shall be included in the price of the Annual Fleet Service and Maintenance CLIN

(AFSSMC).
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SUBSECTION C.L1.3 TRAINING

A.

The Contractor shall provide training that meets the objectives defined in the
manuals or explicitly defined by COTR/TM, and ensures the resources used (cost,
time and method) are at the best value (cost) to the Government in lieu of
“effective and efficient training.”

The Contractor shall provide all equipment, notebooks and documentation for
these courses of instruction in English.

Training shall take place at a U.S. Government designated facility.

The Government anticipates that classes shall consist of approximately ten (10)
people.

RCS Advanced Training Course shall be a minimum of three (3) days in length.

Contractor travel shall be provided at the Contractor's expense.

SUBSECTION C.I1.4 ANNUAL MAINTENANCE AND SUPPORT OVERVIEW

A

An Annual Maintenance and Support CLIN shall be made available to the
government for the RCS System. The components of this Annual Maintenance
and Support are defined throughout Subsections C.1.4 though C.1.7, inclusive.

The specific contract provisions and elements negotiated and agreed to herein
between the Contractor and the government shall succeed any prior or existing
service contract for the RCS System unless the option is not exercised by the
government.

As noted elsewhere, the first year of the Annual Maintenance and Support CLIN
for the RCS System or for new additional software licenses added to the existing
site in a subsequent expansion of the system shall be provided to the government
by the Contractor without additional cost commencing immediately after
satisfactory completion of installation and acceptance by the government if so
exercised as an option by the government. The Contractor shall offer to the
government the option to renew the Annual Maintenance and Support for the RCS
System or for new/additional software licenses added to the existing site in a
subsequent expansion of the system cach following subsequent year throughout
the life of the contract according to pricing schedules mutually agreed upon
between the Contractor and the government under this contract.

Once applicable to the RCS Systems for the particular Contractor, this agreement
shall be available to be purchased by the federal agency on an annual basis each
Fiscal Year and will cover the system during that year.
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After the first year, the contract shall be amended during the course of the Fiscal
Year to reflect applicable contractions or expressions of the size of the system in
service during the Fiscal Year, such price changes prorated accordingly.

SUBSECTION C.LS - HELP DESK/TELEPHONE SUPPORT

A,

¥

The Contractor shall provide immediate telephone helpdesk support for its
equipment during business hours, defined as from 9:00 AM to 9:00 PM Eastern
Standard Time, Monday through Friday, except United States federal holidays.

The Contractor shall provide the availability of their engineers for support
purposes directly or on call, 24 hours a day, 7 days a week, for every week of the
year.

The Government shall gain personal contact with a support specialist within 20
minutes of their initial attempt at least 95% of the time.

The help desk shall be accessed through a toll free access telephone number, or
otherwise clearly designated and identified telephone “hotline™ number or
numbers, available to all federal agency sites and DEA/ST personnel designated
by the COTR.

When the duty engineer is unavailable, and/or the normal helpdesk personnel is
unavailable, and/or during non-business hours (defined as any time outside the
defined business hours), the access number shall forward to a paging service,
answering service, or duty cell phone, and a support engineer shall make direct,
initial contact with the site requiring support within the preferable time frame of
twenty minutes, but not to exceed one hour. Subsequent follow-up by the
Contractor shall depend on the urgency of the issue, effect on critical system
functions, and other issues agreed upon by the COTR and COTR designated
personnel effecting prioritization.

Spanish speaking support should be provided.

SUBSECTION C.L.6 SOFTWARE SUPPORT

A.

The contractor shall continually maintain and update their product software in
order to keep pace with court mandates, changes and/or advances in technology
and telecommunications standards, and the associated impacts on operational
practices of the DEA. The contractor shall update their software to keep pace
with the introduction of new published telecommunication standards for legal
requirements for wire line, wireless, and packet communication, which includes
Voice over IP (VolP), SMS, and related communication technologies, including
Internet Protocols such as MMS. The contractor’s engineers shall research
trouble reports from their customers and strive to locate and repair defects in
software. As appropriate, the contractor shall produce new software releases and
minor corrective patches to repair specific operational issues or defects. (This is
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particularly applicable in the case of those contractors which have been selected,
but are not in complete compliance with this Statement of Work at the time of
selection. These contractors shall continue development of their product to
achieve eventual full compliance with the SOW at no additional cost to the
government. For example, a contractor might be selected which does not meet a
“should” requirement of the SOW. In these cases, the government expects the
contractor shall exert reasonable effort to achieve such “should” functionality for
their product.) The contractor shall provide general engineering services to the
government to ensure the efficient operation.

. The contractor shall regularly consult with, seek input from, and prioritize in
coordination with COTR regarding the development of new software versions,
upgrades, and patches resulting in any new features, enhancements, or other
product changes. The contractor shall formally notify COTR of all proposed
changes to software and hardware configurations which could impact the LEMF
systems or operations. The contractor shall not institute any product changes
which conflict with the basic or priority requirements of a lawful intercept.

*. The contractor shall ensure that all technical and engineering personnel assigned

to work on this contract shall possess an applicable level of competency, training,
education, experience, and engineering skill commensurate with the level of
assignments delegated to them. They shall possess the necessary in-depth
knowledge of the RCS System (hardware and software) and lawful intercept
procedures applicable to their assignment.

. The contractor shall maintain separate, controlled versions of software and data
for the government, so that the contractor and the COTR can mutually agree on
any changes that impact system operators or users. The contractor should have a
Configuration Management Control Board (CMCB) to execute and maintain
software versions.

. The contractor shall coordinate the delivery of software updates and patches to the
LEMF system with the COTR or other authorized personnel, so as to minimize
operational impact and expedite improvements where the need is greatest.
Routine patches and reléases shall be included at no additional cost to the
government through this support program. The contractor shall endeavor to
install custom updates in concert with other routine software updates to minimize
system downtime or other operational impact.

. The contractor shall provide general engineering consultation directly related to
their systems including such activities as:
o assistance to the federal agency for the planning of system upgrade or
expansion activities,
o aid in defining needed software or hardware customizations or other
needed changes; and
o analysis of special situations or performance issues impacting operations.
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G. During all on-site activities, all reasonable effort shall be made by the contractor
to minimize system down time. Tasks shall be performed off-hours if deemed
necessary by COTR or COTR assigned personnel.

H. Any Third Party software and licensing that was originally supplied by the
contractor, and/or that is required to maintain the functionality of the system, shall
be the responsibility of the contractor.

SUBSECTION C.1.7 UPGRADE/SOFTWARE/PATCH RELEASE OR
HARDWARE CONFIGURATION CHANGE PROCEDURES

A. Prior to any upgrade/software/patch release, the contractor shall notify the COTR
of any new system hardware or configuration requirements prior to installation.
The contractor shall provide formal notification to COTR if any hardware
deficiencies are detected, a plan of action to resolve the deficiency, and a schedule
for approval by COTR recommending an appropriate course of action to result in
the eventual installation of the needed upgrade/software/patch release.

B. All upgrades/software/patch releases or hardware configuration changes
developed by the contractor shall be thoroughly and comprehensively tested by
the contractor. The testing process shall incorporate adequate simulation of “real
world” environments and permutations of multiple scenarios commonly and
infrequently occurring during field usage. Simulations should mimic the heavy
workloads encountered on site by the system. The contractor should document all
test results and processes for the local federal agency. The contractor should
develop and propose suitable testing processes; however, determination of the
levels of achievable comprehensiveness, thoroughness, and nature of testing
processes and reporting shall be to the satisfaction of the local federal agency.

C. After completion of the development and testing of all upgrades/software/patch
releases or hardware configuration changes at the contractor’s facility, all
pertinent software upgrade or hardware configuration documentation shall at the
same time be supplied to the COTR for full review. Deployment/installation
instructions and procedures shall be provided to the COTR. The contractor shall
recommend a format and process for a factory acceptance test to the federal
agency, but shall make changes and adjustments in accordance with the wishes of
the COTR. Only afier the COTR have completed their own independent review
of the release, shall final release approval be granted to the contractor and
installation executed on the operational field system.

D. All upgrades/software releases/corrective patches and hardware configuration
changes shall be accompanied with the following:

o Updated versions of manuals and guides provided for elsewhere in this
statement of work as applicable.
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o A summary report highlighting changes to software; areas of the system
changed or impacted; corrected software defects; requirements/conditions
for installation; any new procedures or changes in existing procedures
which will be followed in normal usage; all appropriate release notes;
command or operations changes.

o Pertinent contractor contact information in the event of failure of the new
software or hardware.

o Detailed software and/or hardware installation and protocols.

o Back-out plan and protocols in case of installation failure/disaster.

o A CD-ROM or DVD containing the contractor’s current software release
for each upgraded system component (including all subsystems and
workstations). Included will be Operating System Software, any
appropriate 3" party software, and recovery software.

o Any third party hardware manuals or documentation as applicable.

E. The contractor shall provide technical support during software upgrades and an
upgrade procedure for site personnel.

F. The contractor shall support all current and prior RCS software versions operating
on the system hardware. However, the COTR will cooperate with the contractor
as much as practical in keeping its system upgraded to the current software
versions.

G. If any Upgrade/Software Release/Patch Release/Hardware Configuration Change
Procedure requires the shutdown or reboot of system components, the procedure
shall be coordinated with COTR, subject to approval as to timing.

H. Based on the amount of software changes or new features present in new
software, the contractor shall provide an appropriate amount of training to field
personnel to the satisfaction of COTR, which could entail detailed training
materials, online help, how-to documents, training videos, or onsite instruction.

SUBSECTION C.K PROGRAM MANAGEMENT

SUBSECTION C.K.1 PROGRAM MANAGER

A. The contractor should assign a responsible program manager who will act as
primary liaison for the program with the COTR. COTR receives all reporting
requirements, provide general oversight of the MC maintenance activity, and will
periodically review overall program progress and customer satisfaction.

B. The Program Manager’s responsibilities should include, but not be limited to the
following arcas:

1) Ensure the COTR receives all reporting requirements and other needed
information provided for in this statement of work in a timely manner;
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3)
4)

3)

6)

7)

8)

9)

SECTION C

Ensure the COTR is satisfied with the contractor’s product and service
performance.

Ensure all aspects of the Annual Fleet Service, Support and Maintenance
(AFSSMC) are being fully, efficiently, and properly executed.

Track all changes, enhancements, and customizations requested by the
COTR

Maintain a regular and ongoing dialogue the COTR/TM to ensure smooth
and effective communication providing for the timely address of problems
and other issues of concern;

Ensure the COTR receives all pertinent system information in a timely
manner;

Ensure the documentation/publishing of technical tips to the COTR shall
provide for the maximum utilization and efficient use of the contractor's
system;

Develop action plans in conjunction with the COTR to address any
operational issues;

Possess authority to commit the contractor to specific courses of action
required by the COTR to represent the contractor on contractual matters,
which arise beyond the scope covered by this statement of work or the
contract;

10) Development of site-specific operational improvement plans;
11) Provide oversight on all critical and large project initiatives affecting this

program,

SUBSECTION C.K.2 REGULAR MEETINGS

A. Meetings should be conducted via telephone on a monthly basis unless canceled
or rescheduled by mutual agreement between the contractor and the COTR/TM.
The focus of these formal meetings will include the following elements of the

program:

RS

o %

Status of proposed changes, enhancements, and features under
development;

Program performance;

Future scheduling and planning;

Setting of short and long term priorities;

Review of outstanding and new software issues, defects, degradations, etc.
reported in the field or during laboratory testing;

Prioritization of issues and software bugs,

Address urgent operational software changes and/or repairs;
Deficiencies in the support program,

Development of software upgrades/new releases/patches;

Il‘.} Contractor and federal agency program conflicts;
11. Miscellancous Program Issucs.
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SUBSECTION C.L REPORTING REQUIREMENTS

SUBSECTION C.L.1 REPORTING REQUIREMENTS - GENERAL

A. The contractor should be responsible for developing, updating, and maintaining
any databases necessary to provide the reporting, manuals, guides,
documentation, and other information required by the COTR/TM under this
statement of work.

B. When requested, the contractor shall provide the COTR with any data or
documentation accumulated in furtherance of the performance of this statement of

work,

SUBSECTION C.L.2 PROGRAM REPORTING

A. All elements of program reporting, unless specifically requested in physical,
printed form, shall be provided to the COTR via an electronic format (no hard

copy required).

B. The contractor should provide the following miscellaneous information to the
COTR on an as-needed basis at no additional cost,

1. Telecommunications technology is constantly changing and advancing,
therefore the Contractor shall provide information on the impact of such
changes/advances upon current equipment and action plans on the part of the
contractor to insure the future effectiveness of their equipment, so as to aid
law enforcement in intercepting communications in the next generation of
communications systems.

2. The Contractor shall provide a listing, or have readily available in lieu of a
formal list, of other manufacturer’s equipment or software that is compatible
with their equipment (for example, switches, mediation devices, etc.).

SUBSECTION C.L.3 MANUALS/GUIDES

A. The contractor shall provide system operational guides, training guides and other
manuals as necessary in order that the software provided under the contract is
fully utilized. These manuals and guides shall be provided to the users at the time
the system is installed. Copies of the manuals, guides, and system drawings shall
be provided to the COTR prior to the deployment of any equipment. Electronic
versions shall be substituted for hard copies unless hard copies are specifically
requested by the recipient.
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B. The contractor shall be responsible for developing, maintaining, appending,
updating, and providing current version copies to the COTR and the following
reference materials pertaining to their product. This requirement will remain in
effect for initial system installation. All documentation shall be updated for each
new version of software, or otherwise as needed.

GLOSSARY FOR SECTION C - STATEMENT OF WORK

CLIN - Contract Line Item Number
CMCB - Configuration Management Control Board

Contractor, the - the business entity whose products and services are being purchased
under this statement of work; used interchangeably with “the contractor”

DEA — United States Drug Enforcement Administration

COTR - Contracting Officer from the Office of Investigative Technology, United States
Drug Enforcement Administration. Other authorized government personnel shall be
designated only by a COTR.

Department of Justice ~ the United States Department of Justice

DQ.J - the United States Department of Justice

FAR - Federal Acquisition Regulation

Government, the — the United States Federal Government

MMS — Multimedia Messaging Service

Program Manager — the contractor’s primary liaison for the RCS program with the
federal agency

Shall - utilized throughout this statement of work to designate a requirement element
which must immediately be available to the government from the contractor upon
delivery of equipment or service in order for the contractor to achieve the minimally
acceptable level of compliance with the SOW. When applied to the RCS system
requirements, “shall” indicates the requirement element is immediately deliverable upon
completion of the system installation. When applied to the optional-to-the-government
comprehensive engineering support, development, and maintenance program, “shall”
indicates the mandatory ¢lements of the program which the contractor must provide to
the government when the option has been exercised by the government, the costs of
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which are included and not additional to the cost of the comprehensive engineering
support, development, and maintenance program.

Should - utilized throughout this statement of work to designate a requirement eclement
which does not immediately need be available to the government from the contractor
upon initial delivery of equipment or service in order for the contractor to achieve the
minimal compliance with the SOW, but which the contractor is obligated to develop or
achieve over the course of the contract within specified time periods at no additional cost
to the government when the government exercises its option for the comprehensive
engineering support, development, and maintenance program.

SMS - Short Message Service
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' O Include Tuition Total Amt on TA — traveler will pay registration fee via travel credit card.

e

|
[
O NOTE: Requested delivery/travel date 1s (if travel is authorized on an SF-182, pleas
I
D Update DEA-19 Database/Log ;

E/Fwd original(s) upon approval in UFMS by: i
*  Allowance Approver (PR) i
* Purchase Card Approving Official (PCC)

_ D6 (N7 NG IDNTNE)
= TO: Aﬂnmcung U!'ﬁcer |
Gov't Purchase CardYom 1

D; Fwd orginal(s) to

] Fwd onginal(s) to traveler

[j: Fwd copy(ies) to traveler via email
[:l Fuwd via email to
D Fwd copy(ies) to:

D/R{:ccrd enare UFMS doc #, Accounung Line(s), Amendment #, initial, & date on document

D Orther:

P ———

ST Commitment Coversheet (July 2010)
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BYG).(DNTHC).(DNTNF)

From: [ﬁ]IiE] TBH T ) (BRI |

Sent: Monday, April 23, 2012 3:56 PM
To: B)(B). (B} HC).(BXTHF)
Cey
Subject: PR D-12-5T-0287
BI6] (B 7 HC
HifEXE-EITCH BE | [PACRE)
| wias reviewing the PR D-12-5T-0287 and realized that the funds s d have been taken out on the FGN OPS account, |
mistakenly marked the 19 for DOM ops. Would you please have change the funding please. Also, can we use

!

. | I have cut & pasted the email below for ypur reference. Thank you.

[A(TIED
Thanks FD]I:E] NG (BN |

r_bJiﬂJ-{DH?HCJ-{D]’[?HEJ-mmH

memmm A-INT)
Sent: Monday, April 23, 2012 3:12 PM
Tod PHELENTNCLENTF

Subject: RE: Host based intercept and diversion

Pl Gig [P L"‘”'m':"—"| he stated:

There are several ursor chemical cases that use
program.

B)TIE)

If you need specific case numbers or more information please contact me.......

'Ihbnksf:'“ﬁj (ENTHCLEXTNF) |

Special Agent premmeEnn |

BB (ONTHCLIDNTHF)

Drug Enforcement Administration

[D]‘f ]‘E] Country Office

DHE)(DITHC) Fnﬂﬂk}

BIG). BN G |(Cell}

rb]iﬁ].[m[ﬂ[m.[ﬂﬂ:’:ﬂ Eaﬂl com {Blifkblﬂ'f E-mail)
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From:[PXE)BRTIC)BITF] Busdoj.gov]
Sent: Wednesday, April 18, 2012 8:47 AM
Torb]n[ﬁ} BN NC) BN TIF)

Ce
Subject: Host based intercept and diversion

KB BN |
WTNE) o ¥
| L‘Je are submitting a “place

We are still in the contracting process of acquiring a host based intercept for
holder” 19 to commit ST's funds for the project nowJP/ELEXTHC)LXT)F)

[BITHE)

Thanks
[B)E)B)THE)BITHF)

Unit ChieflENE).(ENT)C].IBXTHF)

Page 113



B(B) (0T HC)(BNTHF) |

From: [EHEEHTHE)(BHINF) |

Sent: Wednesday, June 13, 2012 2:18 PM
To: {EHE), (I THC)NTHF)

Cc:

Subject: FW: Cicom USA $575K
Attachments: CICOM_ signed_DOJ Approved.pdf

Hipnmmﬂnmumwﬁ} |

Please amend PR D-12-ST-0287 to attach this email (DOJ CIO approval documentation) as an .msg file.

In the Amendment Info block, please record: PR has been amended to add CIO IT Procurement Approval
documentation. No other changes were made to the PR.

Thanks!
[oi08). (M T HEK
BXTHF)

From: F EEREEE ﬂq

Sent: Wednesday, June 13, 2012 12:41 PM
To: [EHELENTHE e

Cc: _
Subject: FW: Cicom USA $575K

[B3(E) (BHTHE)
B)T)F) attached is the DOJ approval. Please mod. the order to attach the approval (I will bring you the

original the DEA-19).

Thanks,
F:Jtim (B)THC).(BNTHF) |

From :[PRE- BT iCLBXTF)
Sent: Wednesday, June 13, 2012 12:29 PM
To: CIOFrontDoor;

Cc:[ENELENTHCLBXTHF)
Subject: RE: Cicom USA $575K

HiFD]{ﬁ] iinTJiC}-ibIm{F!

Please find the DOJ approval attached for your CICOM request. Please be sure to attached the signed approval to your
request in UFMS.

Thanks,

ID}{EHD](T](CHDW:' [

From: CIOFrontDoor

Sent: Wednesdag,l June 06, 2012 3:55 PM
To: [RELENTHCL NI CIOFrontDoor

1
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Co: [FE BN BRI
Subject: RE: Cicom USA $575K

bE). :
Hell Dr HE).E)7)(C).(OX fﬁi

Your request is awaiting DOJ CIO approval. Should you require further assistance, please let me knov

Thanks,
[P ENTHE) BRTHF)

CI0 Support Unit (SIDC)

Office of Information Systems
Drug Enforcement Administration
Phon e:EbHﬂ}.mJH (=] |

From: [P)(E).[)(7)C).bX7NF)
Sent: Wednesday, June 06, 2012 2:34 PM
To: CIOFrontDoor

Cc: [EHEILEITIC) BXNF) |

Subject: FW: Cicom USA $575K

Just checking the status of the approval request below.

Thank you,
BB (ENTHCL(DNTHF)

From: [EELEITIC)ETF)

Sent: Wednesday, May 23, 2012 11:30 AM
To: CIOFrontDoor _

Cc: [PELERTIC) BRI |

Subject: Cicom USA $575K

The attached procurement request is submitted for your review and approval. For internal tracking purposes, can
you please cc: me when the approval is returned to the COR.

Vendor: Cicom USA
Amount: $575,000
Description: Hacking Team software/maintenance /hardware and training

Thank you,
FDJ[EJ.{EH?ICJ.{Diﬁi
Program Management Specialist

Administrative Support Section (STA)
DEA, Office ot Investigative Technology (5T)

2
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DEA JUSTIFICATION AND APPROVALTO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 3.1)

JUSTIFICATION
T
1. Component and office: Drug Enforcement Administration (DEA), Office of Investigative
Technology

2. Point of contact name, emall, and mm:[ih;[ﬁ:.{b}{?]{c::{npﬁ:

3, [T system or investment this contract :upports:l(“lmiﬂ |

4. Describe the purpose of the system/Investment this procurement action supportsfEINE |
S —

5. What Is the current status of the system? < Design [X]Development [_Jimplementation ]
Operations and Maintenance [_JOther, please explain:

6. Overall project duration: Indefinite. This will be an ongoing initiative,

7. isthis a shared IT solution? No

ABQUT THIS CONTRACT REQUEST

B. Commodity IT type?
[:]11' Infrastructure (e.g. data centers, servers and processors, networks, desktop
computers, mobile devices)
Benterprise IT Systems (e.g. email, collaboration tools, identity and access management,
security, web infrastructure)
Dﬂuslnus Systems (e.g. finance, human resources, other administrative functions)

9. _Commodity IT area? |

@)THE)

10. Procurement action required: |_IRFP/RFQ PQContract Award | [Task Order Award
[Modification [JOther, please explain: [Exploin the action being token)

11, Existing Contract number: Unknown

11. Vendor name: Cicom USA

13. Target date: 07/17/2012

14, Description of requirement: This requirement is for the acquisition of o judicial host-based

Remote Control System (RCS) Intercept Softwore Tool . _,J'

(DNTHE)

15. Value of procurement action: $575,000.00
16. Perlod of performance of the proposed action: 07/17/2012 - 07/16/2013
17. Explanation of the business need or how required products or services are mission-essential:

BTIE)

18. Impact on the mission If not approved now: | o
l—’— . THE

1
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DEA JUSTIFICATION AND APPROVAL TO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
{Version 3.1)
19. Percent of this procurement that is (must total 100%):

2. Labor[B@ ]

b. Equlp

c. Software/Licenses[Did |
d. Other N/A

20. Relevant Product/Service code (P5C) and description (note: this Is the first four digits of the
Commodity Code): (check category and select from drop-down menu. Call Office of Acquisition
ond Relocation Manogement for assistance)

[K] purchase of Products — 7030 - ADP Softwore

[] purchase of Services® —
[ installation, Lease /Rental, Maintenance—
® Cell phone services should be coded as D304,

21. Has conslderation been given to reduce spending in the specific PSC (see 2/27/2012 Sisk
memo “Cutoff Dates for Submission of Purchasing Requests for Fiscal Year 2012" - avallable
on IT funding Webster page): Yes

DOJ REVIEW EXEMPTION REQUEST
The Department of Justice has exempted some IT purchases from their review process.
Review the exemption criteria below. If one of them applies to you, please check the box and
provide a detalled explanation of why you qualify.

D DIRB Programs - Systems that are in-scope for oversight by the Department Investment Review
Board (DIRB)

[[] routine Service Orders = Service orders (i.e. orders that do not require a source selection activity)
under existing enterprise contracts, provided that the value of the service is $500,000 or less.

[] Tactical Law Enforcement Operations & Litigation Support — New [T contracts and task orders
required to support time-sensitive law enforcement operations and litigation support, provided that the
value of the new contract or task order is $500,000 or less

D Task Orders Under Existing Blanket Purchase Agreements = New task orders under existing blanket
purchase agreements, provided that the value of the task order is $100,000 or less.

EXPLANATION:
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DEA JUSTIFICATION AND APPROVAL TO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Versicn 3.1)
[explgin how this request meets one (or more) of the exemptions obove]
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DEA JUSTIFICATION AND APPROVAL TO

CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
(Version 3.1)

PLEASE OBTAIN THE SIGNATURES OF THE REQUESTOR AND REQUESTING OFFICIAL BEFORE SUBMITTING THIS FORM,

CERTIFICATION

“I hereby certify that this J
Services is occurate and ©

REQUESTOR (GS-15 OR ABOV Date _J ‘_J'ZZJ"-ZK e

/ 5|Tuture&1im LTI A
sTE

n Technology Products or

APPROVALS

ReQUIRED FOR ALL ACTIGNS EXCEEDING 53,000

) ITICY. BN TN )
RequesTing OFFICIAL (SAC/OFFICE HEAD Date 6‘(9‘3'\"-&
DEPUTY CHIEF INFORMATION OFFICER: Date S -24-2812_
DEA CHIEF INFORMATION OFFICER: Date % S 2
*D0J CHIEF INFORMATION OFFICER: DlGl'TN:LY APPROVED Date

(Required unless one of the Signature
exceptions applies)

(Check appropriate box, If applicable)

*DOJ Chief Information Officer’s approval is not required because the requirement is for—

8 A system for which the DO/ Investment Review Board (DIRB) maintains oversight

A routine service arder of $500,000 or less under an existing enterprise contract

B A contract action of $500,000 or less for tactical law enfarcement operations or litigation support
Task/delivery order of $100,000 under an existing blanket purchase agreement (BPA)

Attach approved J&A to DEA-19

Comments:
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STFC-727

U.S. DEPARTMENT OF JUSTICE P;EQI:“::H;: - e
DRUG EMFORCEMENT ADMINISTRATION S — LT
REQUIstN FDH 1 OF 1 PAGE n5f15‘|f2012
EQUIPMENT, SUPPLIES, OR SERVICES & FOR INFORMATION CALL (Wame,tolephane code, and satansion)
{isstrction an Revase) JENE). BN THCLEBXTHF) |
6 TO jMame and localon) w.flbﬁh?ctr = .
|covernment Contracting Officer KRLPAINELENT
lof fice of Investigative Technology Unit Chief/STIG & Yl SEe—
Lorton, VA 22073 Office of Investigative Technology
B RECOMMENDED SOURLE 9 REQUIRED DELIVERY DATE
Cicom USA (Alex Valasco, POC Sales) DBI‘;&ézﬂlE N
1997 Annapolis Exchange Parkway, Suite 300 [PHELIENTHC)(D LY CONTRACT NO (I kvimen] Y
Annapolis, Maryland 21401 (443-949-T7470 | I kBN THE)
11. ALLOWANCE AND ACTIVITY ACCOUNTS CHARGEABLE. AND OBJECT CLASSIES F AP \lﬂ R
Amend 0001  Amene 0003 W/20/42 ai- ll _’_’_____,_,-—-—-""“
N |Pr-D-12-8T-0287 4/25/12 oXET) \'\"
Section Chief, STI NE \y
FORM OR STOCK NO. DESCRIPTION OF ARTICLE QUANTITY| UNIT| AR AMOUNT \
L (8) (el {17 () {19) JEYE). NI
Hacking Team Solution| Hacking Team bj4) BT HF)
Software/Maintenanc A=
and Training, See A
d_'mwie_ Quading on PR
As ﬂu\‘eﬂ:ﬂ hﬂ\\::ru.’i
:lllﬂb ST/ 333532p/F6 M~Ga JfLs .
AnE Mal*nl: :'I:am:l: an Suppart I 23322 I ‘B.E,r TEL-E‘I‘.Q 3 3533 3
Cption Year 1 - No cost at this
time .
43[13[S1015T |33 5000 /Dom-s 2] £1s [23722] T3e |Gz
Annual Maintenance and Support - ] 5] 23;;3,11
Option Year 2 - No cost at this
time.
Annual Maintenance and Support -
Option Year 3 - Mo cost at this
time.
Annual Maintenance and Support -
Option Year 4 - No cost at this —
time.
Justification The Hacking Team product i mﬁbﬂi
supports host based IP This IT relpted “f::ri'ur by DEA's CIO.
intercepts. The software will and has a
[B}7)E) e -
MG (BT ) (BNTHF) Gate 1Ot - 2
Slg B l
See attached Sole Source for
more details.
EEET
20 DELIVER TO (G compiste sicneis, including 2IF Codd) 1 SHIP VIA FMCIEN !'4‘ b
Office of Investigative Tech. [ erewanr posr - [ exeress PP
10555 Furnace Road [X] man [[] oTHeER (Soecity in mmarks) ~ TOTAL 516r0a8-004
Lorton, VA 2207% 11 REMAHIDNA) b)) (b B){6).(B)THC
...zl: I‘}{ NEXNE)  [oRc.eX If/jf‘:y%_ o
AL TR TR )
attn :[U}{ﬁ}.tbli?]icl.thﬂfi I BNT)F) =
N DEA Form =19 ) Pravious edition dated 8/73 may be used until stock is exhausted — [ AR
— = (DK HF)
bi4).(b - —
Y&) BN HET A3 ElN-0PS - 2335313 1EL ’
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ST\ 7% 739

1 REQUISITION NO. 2. PURCHASE ORDER / CONTROL NO

U.S. DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION 12510287 e

REQUISITION FOR 1 oF 1 PAGE 04/17/2012
EQUIPMENT, SUPPLIES, OR SERVICES 5 FOR INFORMATION CALL (Wame,islaphone code, and astenvon] 4/ =y, .
{instruction on Aeversel I{h}{'ﬁ} ABYTHCLIBNTHFD

E 10 (Name and ocalion] e — ——
Government Contracting Officer l[hHEHDJt?JtCHblT){F! | o Glb:iﬁi.{bH?Hﬂi.{hh?lJ
Office of Investigative Technology Unit Chief/STIG
Lorton, VA 22078 Office of Investigative Technolo =
B RECOMMENDED SOURCE ] FlEﬂLﬂFbEDfEtHER'I"DAIE Y %
Cicom USA (Alex Valasco, POC Sales) _Tb]iﬁl{“}{?}{m-{”lﬂ"] N
[159? Annapolis Exchange Parkway, Suite 300 L QTM!

lAnnapolis, Maryland 21401 {(443-949-7470) \
11 ALLOWANCE AMD ACTMTY ACCOUNTS CHARGEABLE, AND OBJECT CLASS|ES) w
L

Amend 0001
PR D-13-sT-0a8%  Y/ss/iz [ ] %.ectian Chief, STI

FORM OR STOCK NO. DESCRIPTION'OF ARTmLEsuﬂsl HuNT|  PRINE AMOUNT
\ (14) (15) | gn ity (19)

Hacking Team Solution| Hacking Team Tu:w
Software/Maintenance/Hardware V)
and Training, See Attached docs.

Annual Maintenance and Support -
Option Year 1 - No cost at this
time.
Annual Maintenance and Support -
Option Year 2 - No cost at this
time,
Annual Maintenance and Support -
Option Year 3 - Mo cost at this
time.

Annual Maintenance and Support -
Option Year 4 - No cost at this
time.

Justification

ﬁfﬁc‘&". The software will
HE]

See attached Sole Source for
more details.

212 [s4 e s) 23 3 €233 53023

ELIFER TO|(Gws akcirgas, ZIP Code) 21 SHIFA
Office of Investigative Tech. [ ereanr ] 285F% [ exemess
10555 Furnace Road (] man [ | oTHER (Specty in emari) TOTAL 575,000.00

Lorton, VA 22079 hSaps?*lggt’.ﬂ l:-. ADSP (T-1a05422)
I

attn: [EIELENTHCIBNINT | Use O T)CFQ “HJ‘)’I b R

B B, RSO s 33525 R
fr /2" - 433522
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ST UFMS COMMITMENT COVER SHEET
(581 BTN R . —

B{cesﬁ in UFMS

* Amend PR D-12-5T-0287 to replace current HAL with the following dimensions:
* Can be processed immediately, as Acquisition has not awarded the order in UFMS

— Y : ! , e S
i_:-w. Amt BBFY | EBFY | Fund | Orgl2 | Orgla | Prog Proj |Act |50C | userd | users | Orgs |
1 | 295,000.00 2012 -]1011 51D 5T I 2335320 | FGN-G2 FLS 23322 | TIE TELE 2335323

I |

| 2| 28000000 | 2012 | 2012 | s10 | st | 2335000 | DOM-G2 [ Fs | 23322 | 13 | Goie | 2335342 ]

1 N ]

o " . " |

O NOTE: Requested delivery/travel date s ___ _ (if travel is authorized on an SF-182, pleas

confirm actual travel dates w/traveler — travel dates may differ from training dates)
QO Include Tuition Total Amt on TA — traveler will pay registration fee via travel credit card.

O In the Amendment Informauon sccuon enter a reason for the modification and the requested adpusrmcnﬁa
idenufied by HAL(s) and 1/L(s)

E{pdatc DEA-19 Database /1 Of

[34;m¢mmmmmwmmmummm
*  Allowance Approver (PR)
* Purchase Card Approving Official (PCC)

DB, (BITHC). (BXTNF)

* TO: Contracung Office
Gov't Purchase Card holder_ VY

D F'wd ongnal(s) to

D Fwd onginal(s) to traveler
D Fwd copy(ies) to traveler via email

[:1 Fwd via email too

Record ennre UFMS doc #, Accounung Line(s), Amendment #, ininal, & date on document

D Other:

ST Commitment Coversheet (July 2010)
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! ST\ - 143

SRS
T1iF)

U.S. DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION

REQUISITION FOR
EQUIPMENT, SUPPLIES, OR SERVICES

flAgdroc o

1 REQUASITION NO

PR-Da i ST it

2. PURCHASE ORDER f CONTROL NO

31 PAGE
OF

PAGE

4 DATE PREPARED
11-15-2012

E_FOR INFORMATION CALL [Name, [siaphons code, #nd acigason)

o Rovavse)

TO (vams and Doabon)
ontracting Officer

ffice of Investigative TE::hmJl@gy

EDJiEJ [BNTNC).BNTNF)

7 FRDM (Requisbonng point - name and locabon)

"-1];"'-. —-r—-r--;_-p

[bltﬁl-[h‘l{?}{ﬂ]-[hml"}

10555 Furnace Road [/

| unit cHPRELENTHCLENTNF

orton, VA 22079 . NOV 1 . 201 Logton, VA 22079 ¢ 77/ &
B RECOMMENDED S0URCE ¥ REQUIRED DELIVERY DATE o ¥

lex Valesco - Cicom USA E?J]ttgjhii?t;ﬂ 5—;:_._5 02-28-2013
1597 Annapolis Exchange Parkway, % sssnss [RRPRIONG),(OH T HC DN AL T MG (I kncwn)

napolis Maryland 21403. 443-949-7470 7)) ) K\ P
11 ALLOWANGCE AND ACTIVITY ACCOUNTS CHARGEABLE, AND T CLASS(ES] 12 3 ?Ejﬂ
Jg
PAD-19=ST-03%) Anund 0005 wiclialPF |5 pt - sTI _
FORM OR STOCK NO. DESCRIPTION OF ARTICLES OR SERVICES Q%NTITY UNIT #ﬂ& AMOUNT
(14 AL {16 17 AL (19

[Training/Installation | Additional EIIED]

Y

Travel Expenses
vaaadg

1323 |sap|sT |23 35330F

Justification

| infJE? |

Training/Installation for

Cicom/HT to be done in

Travel Expenses for HT/Cicom
Personnel doing the training

r;u-r;z};;,s/.?r?a.f/'ﬂf/'rtm [2335333

. = = w

This IT related purchase Is for Tactical LE purposes
and has been approved for exemption by DEA's C1O.

— .-ﬁ
Prag

D)L BNTHC). BT .
Sign: Date: A

Additional training reguired
for installation of HT

software/hardware infpiTiE

aa

a0

o

.00

.08

]

=11]

oo

rug E
10555 Furnace Road

rton, VA 220278

20 DELIVER TUE&:HMMM-M&QIJFMJ 1 SHIP VA
At en: [BNE)BRINCIBXIAE) ™ emechr [T RAREEE [T exemess Ty
inforcemen ministration [ man [ oTHER (Specty m remarks) TOTAL [

Use. 0% DOFA LIS

DHELDNTHCLEDNTNF)

1 -

BHE) (BITHC)LENTHF

lb]iﬁ].(bi(?lﬂ] |
grm

{July 1876) -19

Previous edition dated B/73 may be u

Page 1
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Quote //CICom
e
USAHA
1Attentinn: f“ﬁff’?-fbﬁf?“m-i"m’i Project Title: KATIE Project
Title: Project Katie project added
Description: training
lCnmpany MName: DEA P.O. Number;
iAddreas: Invoice Number:
|City, State Zip Quote: 2012101701 (rev2)
{Code:
|Date: 10/17/12 Term:
Product Description Quantity Unit Price Cost
Code
1 CURS-TR  RCS Training Session, 1 BXS
Installation & Operations: 5-day
at Customer Premises for up to 10
participants In [PK7HE) |
2 TRVL-TR  Travel budget per HT personelle 3
Travel to[*"""® |
3 Techs including one Spanish
speaker as requested.
Total "4
1
Cicom USALLC, 1997 Annapolis Exchange Parkway,
443-049-7470 Suite 300, Annapolis Maryland, 21403

443-0949-7471 Fax
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ST UFMS COMMITMENT WORKSHEET

BNBI N7 HCIONTNF]

Process in UFMS

@ Amend PR D-12-ST-0287

@ 7dd 3¢ HAL

Q/:‘{?i;l two (2) 1/L’s — see DEA-19 for Comm Codes

w/'r 91

User

User

HAL | AMT | BBFY | EBFY | FUND | Org | Org L4 Prog Proj | Act | SOC 3 4 Org LS
FGN-
2013 1 2013 | 51D | 5T 2335320 G2 FLS | 25705 | T3E | TELE | 2335323

WDTE: thuesm(dﬁichr travel date is _/%-¥// 277if travel is authorized on an SF-182, please

Confirm actual trave

fes w/traveler — traveler will pay registration fee via travel credit card.

O Include Tuinon Total Ame on TA — traveler will pay registration fee via travel credit card.

O In the Amendment Information enter description of requested adjustments and justification.

mpdate DEA-19 Database/Log

w original(s) upon approval in UFMS by:

* PR = Allowance Approver

*  PCC = Purchase Card Approving Official (PCAQ)

= TO: v‘(fanuacling Officer |

DB HCLDATNF)

Gov't Purchase Card holder

[[] Fwd original(s) to

[] Fwd original(s) to traveler

D Fwd copy(ies) to traveler via email

y N TN
Fwd via email to jF)

D Fwd copy(ies) to:

[E/Rccord entre UFMS doc #, Accounting Line(s), Amendment #, initial, & date on document

[:] Please subrmit in UFMS NLT:

ST Commitment Worksheet (November 2012)
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s

Attention: NELENTHE).(BXTHF) Project Title: HT RCS Da Vinci

Title: Project Katle extra license

Company Name DEA OIT P.0. Number - DID-12-R-0033

Address Involce Number

City, State Zip T Quote -20130820.001

Valid Till date Date lssued August 20,3013
Product Code | Description @anmy UnitPrice | Cost

1 | RCS-TSL-12 N. 12 Target Software License *

2 | RCS-USL-3 Additional Console licenses

3

4

5

[

7

H

9

-
=]

=
—

-
L]

-
i

-
w

-
-

DUE BY NOVEMBER 15T 2013 i

TOTAL

Fb:u:

Tel: 443-949-7470 / Cell:

Cicom USA LLC
1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403

Fax: 443-949-7471
Duns:963322842 Tax id: 27-2780230 Cage: 6BHNB
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ST UFMS COMMITMENT WORKSHEET

i

rnﬂr.m?m-mm

Mﬂu‘“ mn UEMNS

G-TR 113 ST-0454

O~Sugpested Vendor Code: 272780230 963322842

O~ Comm Code: TOMHN (since the guote has two lines, pls enter rwa [/1s

ata OQw ot 1)

the second should be S0

HAL | AMT | BBFY | EBFY | FUND | Org | OrgLa | Prog | Proj | Act | soc ;'“r :'w Org L5
DOM-
20132013 | 51D [ST | 2335342 FLS | 26001 | T3E | STSO | 2335342

O/Nl Il R CLLesie

Comfiom actual tra

O Include Twinon Total Amron 1A

s w/imveler -

traveler wall pav registration fee via i el credir cand.

O In the Amendment Informanon enter description of requested adjustments amd jusnfication,

D Update DEN 19 Daibase/ Procurement Loy

D Fwd engmal(s) upon approval m UEMS by

= PR = Allowance Approver

= PCC = Purchase Card Approving Official (A0

* T Contracting Officer

Caont Purchase Cand holde
D Fwdomgmalisjro
D Fwd onpmal(s) o taveler
D Iwd copyfies) 1o traveler via el
D Fod viaemad v i
D Pwdeopyiesjvee
D Record enure U1 AMS doc 7, dccoununyg |

|___| PMease submmomn UFMSs NI

-

ane(s), Smendmen #, imal, & die on document

ST Commitment Worksheet (November 2012)

Page 127

avel dite 15 —{jj‘?—‘ill—% (1 traved 15 authonzed on an 515 182, please

II'.I'I.'I.'II.‘I' \.'L'I" Jan I't"_'|1.'1'"‘.lll.f M rl..'l.' A H] |ﬂi'ﬁ'l.'| l:l'l.'i!.ll i.'ilrl.!.

_ (i vour are unable o meer deadline, please nonfy Martha)
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U S DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION

REQUISITION FOR
EQUIPMENT, SUPPLIES, OR SERVICES

b 1L e e ear

oemmans DEC 31 2613

OELLSET N

P

| | =/

i[h}[ﬂl.{t}{?}{C_l.{bl?]{F:l
™ €@ mpae 1 1on 2 - name ang

FOHEL{ENTNC)LXTNF)

1 AL VAT AR AL el RLLIHINT K CHARSCABLT ANO Dbl ] CLAf

nmen. corTTAGL.ng OFtic WW——l
f.ce O _iveotigati Terrnowudy ' P 3 S1.0
BN, 42578 frone oo Investigative Tachoology
W RE. JUMCNTET BT iMoe 'It REGURLD OF: WERY UAIL
-r .SA -~ L ex “a.denn, .. .- S5a&a =& |
93 Arrgu .if Fucha Farkom,, 51 T Ry CONTHART RS il amen
ik P = i. 214807 1443-B 47
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Sect.on A, 5%
FORM OR STOCK KO DFSCRIPTION OF ARTICLES QUANTITY | UNIT m ‘ AMOUNT
W [T LA %
. d "':IL son.rasc Nl LZ-C- ' \
|{!ﬁ‘r-’j ml "o sl ust ~he "poris g b
M / pe-taimancc”
- fﬁb’ﬂ CLIN e« = ECP angc t i | ca -
152073 il L
T uip
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el4, 1 PR . 2 g AL R
E ARLLLY amd amlL cpricm [
needs To he g ree l unL” '
PLile peeny .. b2
[BHTHE)
|
TT FF. WES 10 Sof crupmds ackresl. Soring & o o00 T vk ]
tiioe of “nves . igat Ve i MG T [ FXPHESS
e — AL OTHER (Soacf 1™ nemgere) TOTAL E
16553 rnace Ro=d }"‘ﬂ{w-; :
i 41 o VA SJETD ]
T2 [e)(E) (BHTHC)(DNTNF L(*;.{, v G _‘yﬂﬂ ]EI"l,grﬁﬁy.:nuﬁnﬁimm;
Doy 1978 - 19 Pravious edition dated 8/73 may be used until stock is exhausted
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DJD-12-C0033  Page 4ol 25

Saction B - Supplies or Services and Prices/Costs

Delivery Daie 60 Days Fmm the Contract Awarnd Dase.

I he Conlractor shall provide suppliss/services in accosdenco with proposal dated July 2, 2012 and in accordance with tarms ana
conditionk sel furth harein

SCHEDULE OF SUPPLIES/SERVICES
CONTINUATION SHEE

ITEM NO SUPPLIES/SERVICES QuaNTITY | LN 1 UNIT PRICE AMOUNT
Mucaing Taam Soition - incuare of SoftwaroiLicmsa. First DODOOD ca [N
sl "‘}m Travel and Truwreng o

Fatwnated Doty Date B0 days hom thi SONTECT awart date
goog | Aoddnonal traimngimuisiionon for Comen™ T in ba ocne m (D) 7)(E) 1 DOONGD EA

Line Penod of Parformance 11152012 - 082672010 T

onuy Trawnd axpenses lur HTCIicom personnal mning the trasnemy EA
Line Period of Parformence. 11 " 532012 - 0&26301]

Q004 me {IAWY SOV Secton C 14 € u‘a.zullﬂm ' 000000 EA
r*?;-ogn: ?J:{I-'tz Y LUNDCR Ac.f

BELOW EH.LIEEA“ E;.IXMHTW hH‘ PFHC‘.I'.;
N
PURCHASED ME 1 HROUGH LIFE D& CIWWCT

M1 Softwars L 5-T5L10 (BN
N7 cnm Aqm Sotware m
N 50 Ciieni

NIDO O meltmﬂlnﬂchil"
ot i RES-TEL- (Newa ko el for speosal

desCounind price ;

14 Yoar Meintgnance ROCS-Mam = inchudad

*“NOTE: Thy Fonod of Performasncs will be effecin om tha

actual dule of and melalahon A modficubon will Ba

g to chanoe refect the actusl dates”

*SUHJECT TO AVAILABILITY DF FUNDS™

Lina Pariod of Performance: D&2 12017 - 082862013

Yo | - Annusl sofwidid Malnenenc: 1 DOMLKY Ea
- mﬁ rmﬂmmumtrmwp

mmm:uuwspmn[b!ﬂ ’ﬂ'llhf

“HOTES (1) aodiboral koansas are punchossd, the prce wll
change m rafiact the aciual coal for the munlenance

a;mwamm#wmmummuh
g mestalateon. A& modification will be issued in change

mmumm

*SUBJECT TO AVAILABILITY OF FUNDS™

Line Period of Pertormancs: mrmn - DA2E2014

“OPTIOMNAL® | canses L] Ca
Wa2 | ey 72012 fr 1TEMS, us vM%'néMWTE

CONTROL SYSTEM C&

INCL A 5%, PURCHASEL

ANYTIME HRUUGH LII'I: OF LUNTM

.Y Mwm-ww 185110 |
N “mw . 151253

| ﬁmﬂﬂﬁﬂ-ﬁb:hﬁrﬂuulmwﬂ
m-mm

18l Yoor Mantanance HCS Munl = Jnclydod

“HOTE The Pencd of Parfarmanc will ba affectve lom Ina
actual date of and ingtalkabon A modfficebun wil oe
e bo charags mm:ﬁulldlhi

"SUBJECT TO AVAILABILITY OF FUNDS®
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2001

Line Pariod of Performanca: 082772015 - DR2ET04
wvn Annual softwane Muntenance

tobil cont of current system for that yewr )
=“ROTE (1) f soddana! ieansss sre purchased e prcy sl
charga i reflect tho octual conl for the mairibnance
(2} The Pernod of Peformance will be effecine bom he aciual gah
of delvery and instalistion A moaification will be wausd 10 chanyo
ang melieD the actusl datos”
“SUBJECT TO AVAILABIL ITY OF FUNDS"

Line Period of Parformance: 08/77/2014 - Q8262015

bANTY 12870017 B o fES ORLY CHUER “AGE m:n'if‘:ﬁ
@'rm Ve lta M TARGET PRr mmm C
LUDEE A 5% DISCOUNT AND CAN BE BURCHASFD
THROUGH

u Egitwarn LicansewRCS. rm 10 of DMA)
N mmn !‘-nlhl“ Lican

o mws.ru- {Nued 10 call for specul
Mp\m
o ?uruw'wﬂﬂ!- tlaul ® Inciaiond
“NOTE: mwanmwumﬂumh
aciual dale ol and mstaliation A modificalon will ba
aaLd Io changd reflect thy actual dates
"EUBJECT TO AVAILABILITY OF FUNDS"
Lina Pariod of Porformance: 082 /5044 . DBRIEZU16

%ﬂ?ﬂrm Annual soltwses Malnlenenog
toksl cost of surrenl systern for thel yoar

1) i adetional bowmses A purchesed, he wall chasnge
:‘v‘hdhl:m;:uﬂhrhmw - -

U}Thlhndﬂﬂm e affectve om tha actue »
insLAlaber m-dhnunﬂhm
NNMH
“SUBJECT TO AVAILARN ITY OF FUNDS™
Line Penod of Performance: DE/ZT/2015 - DEZE206
PHOMNAL * Leanges (AW SOW Secton U 4 F
TBRTE A T30 T 1os [TEMS ONLY UNDER “AGENTS - REMOTE
SYSTEM TARGET 3 PRICES BELOW
5% DISCOUNT

A AMD CAN B FUHCHJ\SFEI
AMYTIME THROUGH LIFE OF C

10 M!WWMYHN b(d)
N Sl A B et T3
ety o STELH
: 18 or morRCS-TSL- (Muod W call for speowl
Giscountod pnea)
1ot Yioor Masnisnance HC S-Maant » Inciuoed
"MTE mﬁmﬂﬂmﬂhmﬁ
and instafobon A modificelun will
Mhm refiect he actual dates”
"SUBJECT TO AVAILABILITY OF FUNDS®

Line Pariod of Performance: DBZTI01 S - DBRZEE06

ﬁ%

WTww Annual softwars Mabtenanoo

roat of curren systam for thal yoor)

*NOTE. m i modignal (Banaes Wi PUEhased, P pron wll

changas 1o reflect tha actual cost lof the mamienec:

:atml’uﬂﬂm bi!hhmﬁﬂ'ﬂhldwm

nlnlnn-y inEtafulor A modiicaton «dl be Fsue u changs
tha actuad dates”

*SURJCCT 1O AVAILARILITY OF FUNDS®

Line Pericd of Performance: OR2T 2016 0AZG01T

“OPTHIONAL®
_‘H‘lil"li & 1ra012 for I'I!E cﬂ“v uwmﬂlh

WN&DWIEWN:MU
lﬁ'ﬂm LIFE OF CONTRACT

N 10 Chent Agant Software LsconsatRCS-T5L 10

1 000Uy

1 D00

1 Q00

ER L L]

1 GO0000

1 000000
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?ﬁmﬂwﬂ LomsenRCS-TS (D)
M50 Cm v m LMMSITE-L%

v LwnreaRCE-TEL10T
e gérts of moraRC S-TSL- (Noed e call for spoced

18l Yams Hﬁuwﬂt‘ﬁﬂm = Inchcieg

“NOTE: The Pennd of Perfonmance will be eflucivg from the

acthuml dale of and imytalation. A modboation will be

iawved o changs and reflect the actust deles®

"SUBECT TO AVAILARI ITY OF FUNDS"

DJD-12-C0032 Page & of 20

—|Line Penod of Performance; (R.77°2015 » QB0 01T
TOTAL $2 132.000.00
FUNDING DETAILS:
TEM [FUNDINGLINE|  OBLIGATED AMOUNT ACCOUNTING CODES
NO
o JIE]] 2012-5'0-8T 2335320 - FUN-G? - -FLE-23322  -TIC- - - 2336303
MA |2 2017 - 510 - ST - ZAWGO00 - DOM-0Z - FI5-23322- - TaF- . .2308343
WA (3 2013 -$10 ST .2335320 . FON-G2 - - FLE - 25706 - - - TIE - - 2338327
wA |a 2013-5'D- 51 2336320 FON-G2  FLS-25708- - TaF - . - 2338323
“A |5 2013 -810-0C - 2335320 FGN-G2» -FLE-23322- - -T3E- 723303
TOTAL $787.000.00

(“lauses By Full Text

B Smmdad Form 13 - Contimsation

The Contractor shall provide the Drug Enforcement Admumstration with the requircments set forth helow
for the Remote Control Host Based Interception Systems. All supplies/services shall be in sccordance with the
terms and conditions set forth herein in this solicitation and statement of work (see¢ Exhibit J-1).

B2 Vvpe of Contrac

Tivis is a2 2 Fem Fixed Price Conlract.
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ED}[EJ-EH?NELEFW l

From: [oNETBITC XTI

Sent: Wednesday, December 11, 2013 5:20 AM
To: FEHE}-WJFJ{C}-(D??F:I —I
Subject: FW Quote for Additional Licenses

the cost of the 17 CICOM o enses please see the mai - eam below cording to CICOM and verified by
eTIG 5 /'5.000 cost included three user nses « ich CICOM intially la med they were giving to us but which they
obv were nol if the total cos' was increaserd

the 9 10 request the POP chanpe please atsa | 1he CLINS that you want the unil guantities and prices fipped

i ]
DG (BHTHC)
(DN THF
me;FthE?-{ux?]{m.{nffi‘ﬂ_l

Sent: Monday, September 23, 2013 3:48 PM

P B
Subject: RE: Quote for Additional Licenses

Alex

tached PDI . a Fully Executed copy of Mo 0004 to 0 rontract DJD-12-C-0033. Please retan a copy of 1his mod
t + recards for this contract

h you,

HELBNTHC).(B, Contract Specialist

intormation Technology Suppart Unit (FACH)
Office of Acquisition & Relecation Management
Drug Enforcement Administration

rh]ﬁ}:m]mﬂc}-ﬂbif?l

Subject: Re: Quote for Additional Licenses

HelloPr@Bme emm |

Please (ind here the signed copy s requested.
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Let me know if you need anything else lrom vs,

I'hank vou.

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401

BJ{E).(BITHC) ce
Fax
Cell
NO)OWT icomusa.com
www.CicomUSA.com

info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system

On Sep 21, 2013, a1 8:54 AM, [3(8). (BKTHC). (BXTHF) Igi_ni.go_g:r wrote:

Alpx

& attached PDF is Mod 0004 to DCA contract DID-12-C-0032  This modificanon provides funding i the amount of
55,000.00 for [P Farget Licenses and [EE_Pser Licenses  This modification also adds Clause DFA-2852.203-/0 w
Soction H of the contract. This is 4 bilateral modific anon that requires a contractor sipnalure  Please review "he

fification and return a signed copy In me, retur a fully executed copy to you after the Contracting Officer <igns
the modification

EU}IEE}-IDH?HE}-IEWFI Contract Speciahst

infermanian Technology Support Unit (FACH)
Office of Acquisition & Relocation Management

[DHEJ-WK;HCJ-@FIH
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From: Alex Velasco [[P)0).(BX7XC) o
Sent: Friday, September 20, 2013 12:47 PM

To: JoMERENTHC).(b

Subject: Re: Quote for Addibonal Licenses

Hello [oXG1EITCLENTIF)

Please find the antached quote. We have itemized as requesied. We will avoid bundling items in the luture to
avoid confusion.

If vou have any questions please do not hesitate w contact me.

Thank yuu

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
BAE)(EHTHE) Office

Fax

Cell

EEEINe  Jdcicomusa.com
CicomUSA com

in U@CIC omusa.com

This message is a PRIVATE communication This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Sep 19, 2013, at 9:00 AM.f"HﬁJ-{DH?ﬁEﬁ-TEW} |wrote:

Alex

The tirst attached PDF Is whal we have in the contract ' or hienses:

10 Client Agent | irensos [PND)
N.25  Client Agent Licenses
NS0  Client Agent Licenses
N.100 Client Agent | icenses
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T re . period of performance on the contract is 8/27/2013 10 8/.0/ 2014 (Ling Item (001), There is nothing in the
viract about additional costs for use’ hcenses Your & o ut iuote a0 «tached) ists N 12 Target hicenses,
iy of 1 a1 acost uf v al *oAdd 11 al Console ice -5 ut shows 'hese as INCLUDFD
! the Gove nime it s for 1rc addit nal two icenses from N 10 o N1 2 go rrun-{i_ﬂlm |.'-arh 1o
b4) ach when the Government -« buying - greater g ty of the licenses and the user icenses are
WCLL vy my calculations the cos' for the ' 12 © woses shou d her less because of the geater
uant

- a revised quote with currert date *hat w hules the follow
the 1 mber of Target Sottware Licenses
2 the per Target Software Lice: & [PN4)
3 he -xtended . for the Target Softwa « L en . [PRD

imber of user console Licevses (3
the umit - ost per user” livense (S0 f INCLURED]

t stended cost for the user |- onses (3 «uno o oS0
1otal cost (extended cost for “ar -1 software licenses  cxiended cost for user
licensesf®% |

n u

Eﬂﬁfl-@]ﬁ'}{cl-{hiii‘ i Contract Specialist

information Technalogy Support Unit (FACI)
Otfice of Acquisition & Relocation Managemeni

Drug Enforcement Administration
PHON[EHELBITIC).(BXTHF)
EMAI

BIGL(B(THCK
BI(TIF)

| am wondering if you can help me out. as you know 1 am ith the team. 1do not have all the
documents i need to complete your request. Can you send me the 1iemized list of options that you received for
¢x1ra agents,

sorry to ask for this but just can not reach these files (rom here.

Thanks

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
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Annapolis, Maryland 21401
b Office

Fax

Cell

Bicicomusa.com

www.CicomUSA . com

info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Sep 17, 2013, at 2:32 PM, [PXOI-TXTHCI XN } wrote:

‘1

anks Alex Please send me 3 ‘evised guote vl separate ine tems and costs for targct icenses anil
additiona) user licenses That way the (osts pe clear | delincated and we will be able to wentify the correct number
of uset lic enses in the future  Also, does affect the annual mamtenance costs with the addition of “he extra

icerses?

BB, (BHTHCN
BHTHF)

Sent: T r17, 2013 3:46 PM
To: [ERELENTHCLENTIF)
Subject: Re: Quote for Additional Licenses

]
| have taken a lopk at the quote and [ remembered what was asked for and why the math is not good for
itional license [or users. Make sensc because they will need

{ So they are genting[ | Jarget licenses wimnal user
P |

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
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PO J@cicomusa com

www CicomUSA com
info@cicomusa.com

This message is a PRIVATE communication This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Scp 17, 2013, a1 2:37 PM, [PHELEXTHC)(OXTNF) ] wrote.

Alex,

I am receipt of your quote #20130820.001 dated August 20, 2013 fo arget Software Licenses for DE&' fl'u:e in
DEA is requesting a revised quote to include quantities for hdditional licenses foPTE _|please

provide this quote as soon as possible and email it directly to me u[bh:ﬁ].ih:t?:tcn.thmﬂ |

Thank you,

FDEEJ-W!E’HEJI“EFF* Contract Speciatict

information Technology Support Unit (FACI)
Office of Acguisition & Relocation Management

Drug E inistra
pHONED @) [BN7HTLDXTNF)
EMAIL

<CICOM License Costs DJD-12-C-0033.pdf><CICOM August 20th Quote.pdf>

<SF-30 for Mod 0004 to DJD-12-C-0033.pdf>
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ST UFMS COMMITMENT WORKSHEET

[(BIEL BT IC)EHTN)

3 Frmyl&l‘hlﬁ
O/ﬁ.mmd PRD 13 57 0454
In the Amendment Informauon enter description of requested adjusrments and jusuficanon. Also record
“DJD 12 C 0033"

Update DEA-19 Dambase Procurement [.og

Fwd original(s) upon approval m LFMS by:

* PR = Allowance Approver
*  PCC - Purchase Card Approving Offical (PCAQ)

0] (BA(THC).(BRTHF)

e 1 ¢ uZﬁﬁ;m'ug Officer,
Cion’t Purchase Card holder___

D Fwd ongmnal(s) 1o
[} Fwd oognal(s) to waveler

D Fwd copy(iex) to traveler via email

D Fwd via email 1o

D Fuwi cops {1es) to.

Record ennire L FMS doc 1, Frecountinpdancts), Amendment uuual, & date on documens

D Please submut in UFMS NLT (if you are unable to meer deadhine, please noafy Martha)

D Orher:

ST Commitment Worksheet (November 2012)
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oeCRy

Quote

A DG (BT HC)LBNTHF Project Title: RCS Maintenance Renewal
Title: Project JD-12-R-0033
Company Name DEA P.0. Number
Address Invelce Number
City, State Zip Quote 6/30/14
Valid Till date Date Issued

Product Code | Description Quantity | Unit Price Cost
1 RCS - FE Front End 1 Included Included
2 RCS - BE Back End 1 Included Included
3 | RCS-USR Operator Console License 15 Included Included
4 RCS-USR Additional Operator Console Lic (2013) 5 Included Included
5 | RCS-AGT Agents 25 Included Included
6 | RCS-AGT Additional Agents (2013) 15 Included Included
7 | RC5-WIN Window 32-64 Bit Platform 1 Included Included
8 RCS.MAC Mac 05 Platform 1 Included Included
9 RCS-WMO Windows Mobile Platform 1 Included Included
10 | RCS-IPH iPhone Pladform 1 Included Included
11 | RCS-BE BlackBerry Platform 1 Included Included
12 | RCS-5YM Symbian Platform 1 Included Included
13 | RCS-AND Android Platform 1 Included Included
14 | RCS-ANO Anonymizer Licenses 3 Included Included
15 | RCS-TNI Injector Proxy SW License 1 Included Included
16 | RCS-RMI Remote Mohile Infection SW License 1 Included Included
17 | RCS-ALR Alerting Madule 1 Included Included
18 Total System Cost: §0)(4)
19 20% Total Yearly Maintenance fee us !Fﬂkﬂ#
20 | Option Remote Attack vector service (0-Day) - REDUCED FEE Hﬂ

TOTAL for one year US$ 140,00.00

TOTAL for tow years* i_ US$ 280,00.00

*Two year renewal does not include options that might be added before end of two
year renewal. Added options will be subject to renewal cost.

Cicom USA LLC
1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403
Tel: 443-949-7470 / Cell:|0)6).©XTHS) | Fax: 443-949-7471
Duns:963322842 Tax id: 27-2780230 Cage: 6BHNS
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ST26-947

LTIR201Y

£l
HEMEL LT WK

OB BN . 5 & -
i |F" Lol ~

E e —w
U.S DEPARTMENT OF JUSTICE h‘f"; gupngc I S TN,
DRUG EMNFORCEMENT ADMINISTRATION i T EAEREEEED
REQUISITION FOR 1 or 1 page 07-07-2014

EQUIPMENT, SUPPLIES, OR SERVICES

(Mnsichon pn Reverse)

S PO INFORMATION CALL [NBme, [eephane cogs, and exsenson]

T (Mame and locantn]
ontracting Officer

L TE 8

ffice of Acguisition Management

[E)E). (X7 HCBXTHF)

Unit Chiaf,

STIG

Office of Investigative Technology

l:l_- RECOMMENDED SOURCE
icom USA, LLC

S32353<235

Suite 300 l

§ REQUIRED DELIVERY DATE

N 1997 Annapolis Exchange Parkway,
? AHLE T CLASS(ES)
B0 g |1
& DHC" D*ILJ "5,7'*35'2(0 (BB} (D THC).(b
e =
lu FORM OR STOCK NO. DESCRIPTION OF ARTDCL AMOUNT
’T‘I {14} {15) {16 {17] 118y [LE]]
%—mcs-m:mmu ) 1 Year Maintenance Em- RC B
ST AN
x| P
N CUﬂ IDDZ’ l4fe Item 1002 for Option Year 2 oo
g{ 2109 of Betormae
E(E), (BRNC .
G‘ B/22/ 1Y - 5’/,2_5 /f§ BT i
5
S 0.00
~
g
g 20
$
e
= c.00
©
™y
Ny
EE{ Justification: Option Year 2 0 o0
Annual Scftware Maintenance for
— 0. o8
a)
P
Q g.03
Wy
T o oo
==
DELIVER T 0 [GWe compiaie sodress. inclugng 210 Code) 71 SHIP VIA
fice of Investigative ™ rReGuT [T RASSEL [~ ExPReESS S
echnology [T man [ OTHER (Specty m emarks) TOTAL

TTN: STIG/STIG Room 1508

e
21 REMARRE

Cage : 6EHNE

DUNS:96332842
Contract:

EXETEITN
TAX ID: 2?-mau23nw"ﬂ it 1B
DID-12-C-0033

b
L

Qrm
(July 1976) =19

Previous edition dated /73 may be used until stock is exhausted
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(OB ()T T LIENTHEY |

i PEETCEmn ]
“ent: Friday, July 11, 2014 10:56 AM
To: Fuuﬁ;.:n:tflté}.:bm |
Subject: FW: C10 Front Door Process: IT Funding Request (ITJAZ014) Approved!!

From: SharePointAdmin

Sent: Friday, July 11, 2014 10:35 AM
Tu;rw%tﬁ*%'
Cc:

Subject: CIO Front Door Process: IT Funding Request (T1JAZ0149) Approved!!

-----------------------------------------------------

......................................................

Your IT Funding Request was approved. Below are the request details:

IT|A2014
ITIA 4.xml
7/11/2014
LN TENN TR TCs N e
S !
Approved
Next Steps:

1. Print this email and attach to the IT Funding Request as proof of approval
2. Upload entire package as an attachment to your UFMS request

us message was sent from an unmaonitored account. Please do not reply to this message.
S
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DEA CIO APPROVAL
TO CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES

[Version 6.0§
Form ID: ITIA2014
- JUSTIFICATION

A E UNDERLYING 5Y5T VESTMENT

Request Type: Sensitive b lassi
1. Drug Enforcement Administration (DEA), Division or Field Office: Office of Investigative Technology (5T)
2. Point of contact name, email and phone:

Name:

[B)E).(BIT)C). (BATNE)

" Emall oL ONTNCT BN | Phone:

3. IT system or investment this contract supports (Exhibit 53):

Other/Don't Know
If you selected Other in question 3, please specify here: (50 character maximum)

4. Identify the system/investment this procurement action supports. Briefly describe how that system/investment
supports DEA:
Annual Software Maintenance to support the Hacking Team RCS Project infblt’iiEJ |

5. What is the current status of the system? Operations and Maintenance .

6. Owerall project duration (Years, Months, Ongoing): Ongoing

ABOUT THIS CONTRACT REQUEST
7. Is this a shared IT solution?
No, DEA Only
e §- Commodity IT type?
IT [e.g. forensic tool, digital evidence, intelligence analysis, law en nt/investigation
activities, security surveillance, wiretaps, traces, intercepts)
9. Commeodity IT area?
Non-Commaodity IT - Mission

10, Procurement action required:
Other (Please specify below]
If you selected Other in question 10, please specify here: (SO character maximum)
Invoke Option Year 2

11. Existing Contract number:

DID-12-C-0033
12. Vendor name:
her (please speci low
If you selected Other in question 12, please specify here: {50 character maximum)
Cicom USA LLC.

13. Procurement Target date: _8/25/2014
14. Please list the quantity and a brief description of what you are purchasing (for example, 2 Fujitsu fi-6770 Flatbed
Document Scanners). For services, provide an approximation of how many positions or hours are Included:

Software Maintenance

(N4}

15. Value of procurement action (this dollar amount should match the total of the attached DEA-19)|

16. Period of performance of the proposed action: Start: 8/27/2014 End: B/26/2015

17. Explanation of the business or how required products or services are mission-essential:
Maintenance is required for the targeting of new devices

18. Impact of this mission if not approved now:
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- Major Impact to Mission — Mission will continue with substantial challenges
19. Proposed Acquisition Vehicle: |e.g. G5A Schedule, SEWP, etc.)

Open Market
If you selected Other in question 19, please specify acquisition vehicle here:

e
20. Percent of this procurement that is (must equal 100%)*:

a. Hardware [ Equipment 0 b. Software/Licenses 0 c. Services 0 d. Other 100
Total: 100
1
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DEA CIO APPROVAL

TO CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES
{Version 6.0}

Form ID: ITIA2014

—— o R e i 55 g o

DOJ Review EXEMPTION REQUEST

The Department of Justice has exempted some IT purchases from their review process. Review the exemption criteria
below. If one of them applies to you, please check the box and provide a detailed explanation of why you gualify.

[~ DIRB Programs - Systems that are in-scope for oversight by the Department Investment Review Board (DIRB)

[~ Routine Service Orders - Service orders (i.e,, orders that do not require a source selection activity) under
existing enterprise contracts, provided that the value of the service is 500,000 or less,

[+ Tactical Law Enforcement Operations & Litigation Support - New IT contracts and task orders required to
support time-sensitive law enforcement operations and litigation support, provided that the value of the new
contract or task order is $500,000 or less.

[T Task Orders under Existing Blanket Purchase Agreements - New task orders under existing blanket purchase
agreements, provided that the value of the task order is 5100,000 or less.

EXPLANATION: [Explain how this request meets one (or more) of the exemptions above)

Annual Software Maintenance to support the Hacking Team Project in
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i DEA CIO APPROVAL
TO CONTRACT FOR INFORMATION TECHNOLOGY PRODUCTS OR SERVICES

(Viersion 6.0
FormID: _ITIA2014

i iif CERTIFICATION

"I hereby certify thot this Justification and Approval to Controct for Information Technology Products or Services is accurate
ond complete to the best of my knowledge and belief.”

Requestor (GS-15 or Above  [BIB).(EI7HC)BXTHT)
or Acting): Date
Signature & Title

Select names to be included on status notification emails.
cef O I TNCLENTAT)

Ll

APPROVALS

REQUIRED FOR ALL ACTIONS EXEEDING 53,000

REQUESTNG OFFICIAL (SAC/OFFICE [PHELDNTHCLIRTIF)
HEAD): s Date
DepUTY CHIEF INFORMATION OFFICER: 7/10/2014
Date
o
DEACHIEF INFORMATION OFFICER: 7/11/2014
Date =
*DOJCHIEF INFORMATION OFFICER:
{Required unless one of the exceptions 5 —
applies) Signature
Attach DEA-19 to J&A here
Attachment Title Attachment

HT Maintenance Quote H-.
year twa mantance DJD-12-R-
0033.pef
Adobe Acrobat Document
940 KB

HT Maintenance 19 S HT Option YEAR 2.xml
@ L Document

4.92 KB
Comments:
T ST is exercising the 2d option year for the annual software maintenance to support the Hacking Team Project in
amcal LE Support - EXEMPTION; $140k; 19 matches
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r?ﬂqa].:b:t?:m] (DNTHF)

From: Fm[ﬁjz{w?}{m.miﬁﬂ I
Sent: Thursday, August 21, 2014 10:08 AM
DIG)ONT uﬁ?ﬂn.{u

To:
Cc:
Subject: ***URGENT*** Correction to Funds Source on DAC D-14-57-0386
Attachments: CICOM®%:20DAC%20D-14-5T-0386([1].pdf
Importance: High
i FEMBE{DNTHCY
Hifoxne

As soon as possible, please amend the subject DAC to change the fund source as indicated on the 19 “SIU):
2014 2014 51D DEA / FGN / OT FGN-G2 / SIU 2335000 EQM

The SOC, User Dim4, and Org LS will remain the same,

Attach a copy of this email to the amendment in UFMS.

Let me know if you have any questions.

Thanks!

B){B) (BHTHC]|
!{n}{n{ﬂ _

1
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MEN (D7D
S1I6— /030 o
1 REDQUISITION NO P ]
. U.S. DEPARTMENT OF JUSTICE D-13-ST-0454
DRUG ENFORCEMENT ADMINISTRATION T T ——
REQUISITION FOR o pace 0B8-20-2013
EQUIPMENT, SUPPLIES, OR SERVICES 5 T L — T
B)E] (B THELBXTY
{Imatruciion on Rverss)
TE3 (Name ang locaton, ﬂUb ‘: -'. - T_THOM (Feguiianing pon - nade and kcaim]
ontracting Officer b &8 ".1-‘ B)(G).(B)THC). (RKTXF) | Unit Chief sp16  ~
ffice of Investigative Technology 10555 Furnace Reoad B)(B). (BT RN (LNTHF)
rton, VA 22079 Lorten, VA 22079
RECOMMENDED SOURCE % REQUSED DELIVERY DATE
icom USA 09-23-2013
[0 FEDERAL SUPPLY CONTRACT MO (F knewn)
T ALl AND ACTINITY AGCOLUNTS G ABLE AND DBJECT CLAGBIES) '?tﬁ{'f}j..[n]-[?]-[cm}:: TCER
[orer ]
PR D-13-5T-Cd8dpome |33 2 -
FORM OR STOCK NO DESCRIPTION OF ARTICLES osw QUANTITY | UNIT PHICE
(14 {15) \ 16) (in (L]
[Rcs-TsL-12 N.E”’“’ t-arget software License \)| [
Ini 8 1 additional consocle
license,
ea b.og
ea 8.00
ea 0.08
ea 0.00
aa @.00
ea B.00
ea B
Justification Licenses for Hacking Team core G.00
in [BUTHE To be
ut deployment.
\g[J OE| 12 CJ“;:,MI FGN..&:,_\ pLﬂ,\ﬂé-l 1\"‘:"3['. E'TELE \3-53‘53 3% 0.00
M .'l. e
Q[LIJ“'{EP-\’&'LbI“ILU Ii.1'::-r" ks
oo pustuhadoresa. P Gl M OSHIP VA N -
tEn: D). (BT (BXTNF) I"' FREKGHT I_ :c!‘ﬁﬂ r" EXPRESS
rug Enforcement Administration I own [ OTHER asslyis mmarie) TOTAL >
10555 Furnace Road =
WTHE =14 0
13{:3{s:p 2335320] F6N- cra/ﬂs; P>
m; -19 Previous edition dated 8/73 may be used until stock Is exhausted sl
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Zscltl

Invoice

Attention: ib}(ﬁhihli?licub Project Title: RCS Malntenance Renewal

Title: Project ID-12-R-0033

Company Name DEA P.0. Number

Address Involce Number 20141109.002

City, State Zip Quote

Valid Till date Date issued 11/09/14
Product Code | Description Quantity | Unit Price Cost

1 | RCS-FE Front End | BT

2 RCS - BE Back End

3 RCS-USR Operator Console License

4 | RCS-USR Additional Operator Console Lic (2013)

§ | RCS-AGT Agents

6 | RCS-AGT Additional Agents [2013)

7 RCS-WIN Window 32-64 Bit Platform

B RCS.MAC Mac 05 Platform

9 RCS-WMO Windows Mobile Platform

10 | RCS-IPH iPhone Platform

11 | RCS-BB BlackBerry Platform

12 | RCS-5YM Symbian Platform

13 | RCS-AND Andraold Platform

14 | RCS-ANO Anonymizer Licenses

15 | RCS-TNI Injector Proxy SW License

16 | RCS-RMI Remote Mobile Infection SW License

17 | RCS-ALR Alerting Module

18 Total System Cue'tl}{**} I

19 20% Total Yearly Maintenance fee

20 | Option Remote Attack vector service (0-Day) - REDUCED FEE
TOTAL | US$ 140,00.00

Cicom USA LLC
1997 Annapolis Exchange Parkway,
Suite 300, Annapolis Maryland, 21403
Tel: 443-949-7470 / Cell{PO0NC) Fax: 443-949-7471
Duns:963322842 Tax id: 27-2780230 Cage: 6BHN8
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rh}[ﬂh.tD]{?](C}.(DFIFJ |
I(_buET:[u':['-’}[cz.[umF} |
From:

Sent: Friday, December 12, 2014 417 PM

To: Process Coordinator - Office of Investigative Technology
Cc [ENE R IC) BX

Subject: FW: Contract for DEA DJD-12-C-0033/0006
Attachments: Invoice renewal 2014 Katie.pdf

[O)E1.D07) ;
).C)7F for processing.

Thanks.

DNGLD) T LD
Frum:' N |

= Wed December 10, 2014 4:42 PM
TolPHE - BITHC).XTHF)
mﬁ; :: I:I;nlzrm:t ; ; ;D-IZ-C-GGJBIDDOG

Moare info.

[DHE}.IDJI:! WCLBXTHED |

Unit Chief/Global Intercept Unit
DEA - Office of Investigative Technology

D). (2 FHC)

Sent: T
TolPEETICYENT
Cc

Subject: Re: Contract for DEA DID-12-C-0033/0006

BB DT

Please find here as requested the invoice for renewal.

LHEH
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(043, (B)7HE]

As alway thank you for your business.

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
TEEHE Office
Fax
Cell

[BIG)LENTIC) @ cicomusa.com

www.CicomUSA.com

info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Dec 9, 2014, at 3:26 PM 2/ ©XNCL.OXNE) lwrote:

Alex,

Attached is the contract. If you notice on the second page at Clin 3001, there is an option for the
3rd year al [s that correct?

We need an invoice for thcﬂSAP to clear our books.

Thanks,

D61, [B)(THC]
(DYTIF)

2
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EDJEEJ-{UH?HEIL{DHF]

Unit Chief/Global Intercept Unit
DEA - Office of Investigative Technology
B)E).BNTHC)

[ST Logo]

<winmail.dat>
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Emfﬁ] BITHC).[ENTHF) |
From: [u};:ﬁ}m:?:c':}.:nmr‘: |
Sent: uesday, ember 16, 2014 3:16 PM

To: DY)

Cc:

Subject: RE: Cicom USA 20141109.002 ra
Attachments: DJD-12-C-0033.doc

Accepted.

F]tﬁ] (BJ TS ENTAE) |

Unit Chief/Global Intercept Unit

DEA - Office of Investigative Technology
BIG). (DN AE)

From BHE)LIE T ICLDNTYF)

Sent: Monday, December 15, 2014 8:28 AM
TogbE) BHTHC), (BNTHF)

Subject: Cicom USA 20141109.002 ra

Hello,

Please complete the attached receipt and acceptance form by 12/17/14.

Thank you,

0(E). (BT HC)(BNTRF)

Accounting Clerk Il
Office of Investigative Technology
USDOJ/Drug Enforcement Administration

|(ﬁ]iﬁ] ] _I
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Verification of Receipt and Acceptance Form

I verify that the goods received or the services rendered on

the invoice referenced below have been accepted and meet the
specifications of the obligating document indicated below.

Obligation, Invoice, Accountable Property Data:
Accounting Technician to Complete

UFMS Obligation Document Type DAA

UFMS Obligation Document Number DJD-12-C-0033
Invoice Number

(See invoice attached to e-mail.) 20141109.002

DEA Asset Number (if applicable)

Accountable Property Reminder*: If accountable property has been invoiced, the Accounting
Technician is required to obtain the property asset number from the Property Custodial Assistant., For
any capitalized FAS property or system, obtain an updated FAS Property Order Sheet with the DEA Asset
Numbers recorded on the sheet. In addition, for any property not recorded in UFMS FAS, obtain a screen
print from the respective property system.

Receipt and Acceptance Data: Requestor to Complete

Delivery Date (Enter mm/dd/yyyy)

+ Goods - Date goods were delivered 12-17-14
« Services** - Last day of the service period on
the invoice

Acceptance Date (Enter mm/dd/yyyy)

« Goods - No more than 7 calendar days later than
the delivery date 12-17-14

« Services** - No more than 7 calendar days later
than the delivery date

Total Amount Accepted D)4)

Was anything on the Invoice not Accepted? NO
(Enter Yes or No)

Description of Unaccepted Goods/Services
(description of item, quantity, amount)

Enter additional information, as needed.

This form must be completed and returned by the Requestor within 5 business days
from date sent by the Accounting Technician.

*Accountable property is nonexpendable property with an estimated useful life of two years or more and
fits into one of the following criteria: 1. Property with an acquisition cost of $2,500 or more, 2. Sensitive
property regardless of cost that requires special control and accountability due to unusual rate of loss,
theft or misuse, data sensitivity, potential loss of life, or due to national security considerations.
Examples include equipment with data storage capability (e.q., laptop computers, tablets, cell phones,
thumb drives, blackberries, cameras, portable digital assistant (PDA), global positioning system (GPS)),
weapons, survelllance equipment, safes, and medical chairs). 3. Abandoned or forfeited property,
regardless of dollar value, which has been placed Into service, 4, Capitalized personal property

**For services paid in advance, the delivery and acceptance date is the invoice log date. See FAMPM
Section 111, 1.5.5.1 for services that may be paid in advance,

2/3114
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rDHE}-ihH?JfC}.tbi’F:I

From: Process Coordinator - Office of Investigative Technology
Sent: Monday, November 05, 2012 12:07 PM

To: B)(E).(O) T)(C).[ONTHF)

Subject: CICOM USA 20121031301

Attachments: DEA Invoice 20121031301.pdf

Importance: High

INVOICT: CICOM UISA 20021031301
2D 3-501-0236
QHADID-12-C-0033

ED}{E]‘-ﬁt‘]ihiE}.mi:iFi |

Process Coordinator
Olhee of Investizative Technology
BNELBN

From: Alex Velasco [P)B)(BNTIC) ] :
Sent: Monday, November 05, 2012 11:27 AM
To: Process Coordinator - Office of Investigative Technulug-,r;E"ﬂﬁi-{bHFHCJ-{“i?FJ '
Subject: Invoice RCS system po DID-12-C-0033
Importance: High

Hello.

Please find here invoice for psp-12-c-0033,
If you have any questions please do not besitate to call,

Looking forward to great continued business relations,

Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401

B)(E). (BN T RG] Office

Fax

Cell

[EELENTIC) Jaicicomusa.com

www,CicomUSA.com

infofalcicomusa.com
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This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

2
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Invoice // Clcggg

Attention: DG, (D) HC)(BNTHF) Project Title: RCS
Title: SAC Project HT RCS Special Package
Description:
Company Name:  DEA-STII PO. Number: DJD-12-C-0033
Address: Invoice Number: 2012103130
City, State Zip Lorton, VA Quote: 20110122202
Code:
Date: October 31,2012 Term: 30 day
Product Description Quantity Unit Price Cost
Code PE |
1 CURS-FE- Front-End SW License
HS
2 CURS-LR- Back-End SW License
HS

Operators Console

3 CURS-ADM  Admin

4 CURS-TEC Tech

5 CURS-W Log Viewer License

6 CURS-TRG Targets

7 CURS-WIN PC Windows Platform (XP/Vista/
7-32&64 bit)

8 CURS-MAC MacOS Platform

9 CURS-WM Windows Mobile Platform (WM6-
WM6.5)

10 CURS-IPH iPhone Platform

11 CURS-SYM Symbian Platform

12 CURS-BB Blackberry Platform

13 CURS-ADR Android Platform

14 CURS-PR  Anonymizer SW License

15 CURS-IPS Injection Proxy SW License

16 CURS-RMI RMI (Remote Mobile Infection) SW
License

17 CURS-ALM Alerting Module

Continued on Page 2

1
Cicom USALLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-T471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHNB
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Invoice /’/ CICE&Q

Page 2
Attention: (2O, (DTHC).ONTNF) Project Title: RCS
Title: SAC Project HT RCS Special Package
Description:
|Company Name:  DEA-STII P.O. Number: DJD-12-C-0033
Address: Invoice Number: 20121031301
City, State Zip Lorton, VA Quote: 20110122202
Code:
| Date: October 31,2012 Term: 30 day
Product Description Quantity Unit Price Cost
Code
[D)(4)

18 CURS-TR  RCS Training Sessions
Installation & Operations: 3-day at
Customer Premise
Advanced: 5-day at HT Headquarters
Advance infection techniques with
RCS
In-depth hands on exercise

Source code inspection

19 CURS-EXP Exploit Portal Full Access (Zero-Day
level)
On the fly injection into downloaded
applications/update
Webpage code injection during
browsing
Embed RCS into common file formats
(Zero-day exploit)
20 CURS- Maintenance
MAINT
RCS Software Update (bug fixing,
software enhancements)
Dedicated Support through Web
Ticketing System
Third Party Maintenance managed by
HT support through official vendor

channel

Amount Due: $575,000.00
Bank Information: _
PNC Bank Routing[*"* "
Account Number #
Cicom USA LLC, 1997 Annapolis Exchange Parkway,
443-949-7470 Suite 300, Annapolis Maryland, 21403
443-949-7471 Fax DUNS: 963322842 Tax id: 27-2780230 Cage: 6BHNS
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[OHEYIEN TGN

From: Process Coordinator - Office of Investigative Technology

Sent: Monday, December 16, 2013 3:18 PM

To: Pre.mmeemn |

Subject: CICOM INV 20130621.001

Attachments: year one maintance DJD-12-R-0033-+ pdf; Untitled attachment 00013.htm;
signature.asc

SPECIAL REQUEST!! Please process as soon as possible. The vendor is ready to recall the

licenses. ® please forward mF"]'[‘E'"'"f':'M3'3’{':""{':'“—"“FII h}r receipt/acceptance. We will be using 9/20/13 as the
receipt/acceptance date as it was the last day of training.

Cicom
20130621.001

2C D-14-5T7-19730
QHA/DID-13-C-0033

Thanks,

Fbiiﬂ:l.{h}[?]-[ﬂﬁ.{b}(?}l‘l‘ll

From: Alex VelascolbNBL.L)TNC) icomusa.com]
Sent: Wednesday, em ;i 311:11 AM

To: Process Coordinator - Office of Investigative Technology
Cc:fPIBLBNTHC) (BXTHF) |

Subject: Re: Invoices

Hello,

Please find here following invoice for RCS system Maintenance and upgrades.

1
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Invoice

/CI

C Ol

LIS

Attention: DNELD)HTHCLDNTNF) Praject Title: HT RCS Da Vinci
Title: Project One year Maintenance
Company Name DEA OIT P.0. Number *DID-12-R-0033
Address Involce Number 2013062 1.001
City, State Zip Quote ¥
Valid Till date Date issued June 21, 2013
Item No. | Product Description Quantity | Unit Price | Cost
Code
1| o0 RS- MAIN 1 YEAR MAINTANCE FOR RCS r""“‘“
1YEAR SYSTEM 20% BASED ON
SYSTEM COST OF $575.000.00
WITH NO ADIITIONAL
2 oon2 RCS- Training Additional
training/Installation done at
In-cillor’jWI
3 0003 RES-Training Travel expense for additional
Travel expense training at requested location
4 0004 RSC-TSL13 Additional License as per
RCS-USL 3 Cicom Quote 20130820.1
5
fi
7
]
q
10
11
12

DUE BY DECEMBER 315T EﬂllL

TOTAL

B

Cicom USA LLC
1997 Annapolis Exchange Parkway,

Suite 300, Annapolis Maryland, 21403

Tel: 443-949-7470 / Cell[PEEITE V Fax: 443-949-7471

Duns:963322842 Tax id: 27-2780230 Cage: 6BHNS
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Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401
BEIEE] Office
Fax
Cell

[ErErETie_j@cicomusa.com
www.CicomUSA.com

info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Dec 3, 2013, at 9:46 AM, [POHEXXCEXN)

Wrole:

[ENE.EHTIC)
[EXTHF)

When you do get a hold of[ |p|ease tell her to send the invoice to:

Invoice.investtech@usdoj.gov

That will go to our fiscal group for processingf“m

u the sooner the better! Thanks.

06} (R)(THC)ENTNF)

From: Alex Velasco [©*®HEITIC) cicomusa.com]
Sent: Monday, December 02, 2013 8:21 PM

To: R I T

Cc:

Subject: Re: Invoices

I [Eyrhlﬁ} TENTNC)IENTNEY SIEXE
In]{?}iﬁ

I am out of the country, I nced to check withl |m}r accountant. it should have been sent!
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Alex Velasco
Cicom USA

1997 Annapolis Exchange Parkway
Annapolis, Maryland 21401

B(E).[B)THE) ffice
ax
ell

;mrﬁ'::{m{?xc: “l@cicomusa.com

www.CicomUSA com
info@cicomusa.com

This message is a PRIVATE communication. This message contains privileged
and confidential information intended only for the use of the addressee(s).

If you are not the intended recipient, you are hereby notified that any
dissemination, disclosure, copying, distribution or use of the information
contained in this message is strictly prohibited. If you received this email

in error or without authorization, please notify the sender of the delivery

error by replying to this message, and then delete it from your system.

On Dec 2, 2013, at 4:13 PM, [PE-®XNC.EH

wrote:

Any status on those?
Sent from my crackberry.
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e ] l
== = ————a

From: fn:tan.[b:mrcn.[nmn |

Sent: Mon mber 16, 2013 4:36 PM
To: B(6).(0M T HC). [DXTHF)

Subject: RE: Cicom USA 20130621.001
Attachments: Cicom R and A.doc

Here it is. Thank you!

me*b}{ﬁl.:blt?ltﬂ}.mlﬂ{ﬂ
Sent: Monday, December 16, 2013 3:28 PM

Tn{h]tﬁ:.(mm[m:[n:wﬁ '
Subject: Cicom USA 20130621.001

Importance: High

Hello,
Please complete the attached receipt and acceptance form by COB today.

Thank you,
Fﬁ] S E]

Accounting Clerk Ill
Office of Investigative Technology

USDOJ/Drug Enforcement Administration
I('n]m] ]
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Verification of Receipt and Acceptance Form
1, [EIEIENTHC) XTH) Merify that the goods received or the services

rendered on the invoice referenced below have been accepted and meet the
specifications of the obligating document indicated below.

-

Obligation, Invoice, Accountable Property Data:
Accounting Techniclan to Complete ]

UFMS Obligation Document Number DJD-12-C-0033

UFMS Obligation Document Type QHA
Invoice Number '
(See invoice attached to e-mail.) 2'6{] 111?333 'P.ui__, ‘

DEA Accountable Property*
Reminder: If accountable property has been invoiced, the Accounting Technician is
required to obtain the asset number and print screen of the property system record
from the Property Custodial Assistant. (If the property is in the Fixed Asset
subsystem (FAS), a print screen of the property record Is not necessary, as the
Accounting Technician can verify the property record In UFMS, )

Recelpt and Acceptance Data: Requestor to Complete

Delivery Date (Enter mm/dd/yyyy)

» Goods - Date goods were delivered 09/20/2013
» Services — Last day of the service period on the
invoice

Acceptance Date (Enter mm/dd/yyyy)

« Goods - No more than 7 calendar days later than
the delivery date 05/20/2013
« Services - No more than 7 calendar days later
than the delivery date
Total Amount Accepted o4} |
Was anything on the Invoice not Accepted? NO

(Enter Yes or No)

Description of Unaccepted Goods/Services
(description of item, quantity, amount)

Enter additional information, as needed.

This form must be completed and returned by the Requestor within 5 business days
from date sent by the Accounting Technician.

*Accountable property is an item with an acquisition cost of $2,500 or more and an estimated service life
of two years or more; or property classified as sensitive, regardiess of cost or service life. Sensitive
property Includes property that has data storage capability, Is easily pilferable, can endanger the health
or safety of the public, or can damage agency/national security. Examples include portable electronic
devices (e.g, laptop computers, blackberries, cell phones), firearms, badges, credentials, property
containing hazmat material (e.g., televisions, refrigerators), and all abandongd/forfeited property placed
into service.

812
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